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OIIPEJAEJIEHUS

B macrosieM JOKyMeHTE UCIIONB3YIOTCS CIENYIOLINE TEPMUHEI X UX ONPEIEICHN.

ABTOMATH3HPOBAHHAsl CHCTEMAa - CHUCTEMA, COCTOSIIAs U3 IepcoHala ¥ KOMIJIEeKca
CPEZICTB aBTOMATH3ALMA €ro JACATEIBHOCTH, Pealu3yomas HHQOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHHSI YCTAHOBICHHBIX (DYHKIIMIA-

AyTeHTH(MKANUA OTHPABUTE/S JAHHBIX - [TOATBEPXKICHUE TOTO, YTO OTIPABUTEND
IIOJTy4YEHHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

Be30onacHOCTh MEPCOHAIBHBIX JAHHBIX - COCTOAHUE 3aLUINEHHOCTH IEPCOHAIBHBIX
JaHHBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO TIONb30BaTeIed, TEXHUYCCKHX CPEACTB |
nHGOPMALOHHEIX — TeXHoJormii  obecneunts  KOHQUIEHIHMANBHOCTh,  LIENOCTHOCTE U
JOCTYNHOCTh IIEPCOHANBHBIX JAHHBIX NpH KX 00paboTke B WH(DOPMALMOHHBIX CHCTEMAax
NEePCOHATBHBIX JaHHBIX.

Buomerpuyeckue IEPCOHANbLHBIE JaHHbIE - CBEICHHUs, KOTOPHIE XapaKTepH3yIOT
¢usnonoruyeckue OCOOCHHOCTH 4YelIOBEKa M Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBHUTH €ro
JNIMYHOCTh, BKNIIOYas (oTorpaQuu, OTNEYaTKA MaibleB, 00pa3 CeTYaTKM ITia3a, 0COOEHHOCTH
CTPOEHHMS TejIa U APYTYIO Mo100HYI0 HH(OPMALIHIO.

BJIoKMpOBaHME TEPCOHANBLHBLIX JAaHHBIX - BpPEMEHHOE IIpeKpamienue cOopa,
CHCTEMAaTH3allMM, HaKOIIJICHMS, UCIIONB30BaHUS, PaCIpOCTpaHEeHHs, MEPCOHATBHBIX JaHHBIX, B
TOM YHCIIE UX [Iepeayn.

Bupyc (koMOblOTEpHbIA, MPOrPAMMHBII) - HCIONHAEMBIH MPOrPaMMHBIA KO HIH
HHTEPIPETUPYEMbIH Ha0Op HHCTPYKIMH, 0ONafarolMi CBOMCTBAMHM HECAHKIIMOHHPOBAHHOIO
pacnpocTpaHeHus ii camoBocnpoussenenus. Co3qaHHble TyOIUKaThl KOMIBIOTEPHOIO BUPYCa He
BCErZa COBIANAIOT C OPUTHHAIOM, HO COXPaHSIOT CIOCOOHOCTL K JaAlbHCHIIEMY
PacIpoCTPaHEHHUIO U CaMOBOCIIPOU3BEICHHIO.

BpenonocHass mporpaMma - [porpaMma, NpeJHasHauyeHHas [UIs OCYIICCTBIICHUS
HECAHKIIMOHHPOBAHHOTO JOCTYIa U (MJIK) BO3JeHCTBYA HA NePCOHANIbHBIC TAHHBIC UK PECYPCHI
HH(POPMAIMOHHON CHCTEMBI IEPCOHANBHBIX JAHHBIX.

BcnomorarebHble TEXHHYECKUE CPeICTBA M CHCTEMbI - TEXHHYECKHE CPEICTBA U
CHCTEMBI, He MpeaHasHauYeHHbIe Ul nepeadn, 00paboTKU U XpaneHus IepCOHaTIbHBIX IaHHBIX,
YCTaHaBJINBAEMBIE COBMECTHO C TEXHHUUECKUMH CPEACTBAMHM M CHUCTEMaMHU, IpeIHa3HAuYCHHBIMU
st o0pabOTKHM MHepCOHANBHBIX JaHHBIX MM B IIOMEUIEHMSAX, B KOTOPBIX YCTaHOBJICHBI
UH(OPMAIHOHHBIE CUCTEMBI IEPCOHAIBHBIX JaHHBIX.

JlocTynn B ONEPANMOHHYIO CpeAy KOMIbIOTepa (MH(OPMANUOHHON CHCTEMBbI
NEPCOHABHBIX JAHHBIX) -TIOJTY4YEHHE BO3MOXKHOCTH 3allyCKa Ha BBITOJIHCHHE INTATHBIX
KOMaHf, (QYHKIHHA, OpOUEAyp ONEPALIOHHOH CHCTEMBI (YHUYTOXKEHMS, KOMHPOBAHUS,
IepEMELICHHS U T.I1.), UCTIONHAEMBIX (ailyioB MPUKIAIHBIX IPOTPaMM.

Jocryn K wuHdopMauMM - BO3MOXHOCTH IOJydYeHHs HHQopMamuum U €€
UCIIOJIb30BaHUSI.

3aKJIaiouHoe YCTPOMCTBO - OJIEMEHT CPEACTBa CheMa HH(POPMALUM, CKPBITHO
BHEAPAEMBIN (3aKanpIBAeMblil MJIM BHOCHMBIH) @ MecTa BO3MOXKHOTO CheMa HH{opmaiuu (B
TOM YHCJIe B OTPAXKICHHE, KOHCTPYKILIHIO, 000pyNOBaHMeE, NIPEAMETEI HHTEPhepa TPAHCIOPTHBIC
CPEICTBA, a TAKXKE B TEXHUYECKHE CPEICTBA M CHCTeMBb! 00paboTky HHGOPMALUH).

3amumaemas nadopmanus - HHGOPMAIHS, SBIIOMAICS IPEAMETOM COOCTBEHHOCTH
d IojUIeXkainas 3alliTe B COOTBETCTBUH C TpeOOBaHMUSAMM IIPABOBLIX TOKYMEHTOB WU
TpeGOBAHUAMM, YCTAHABIMBaEeMBbIMHI COOCTBEHHUKOM MH(OPMAlMH.

Hnentudukanusa - Opucsoenre cyobekraM 1 00beKTaM JOCTyIa HACHTHQUKATOPa U
(umu)  cpaBHEHHE  MpPEeIbSIBISEMOT0  WAEHTH(UKATOpa ¢  IMepeyHeM  MPUCBOCHHBIX
UIEHTH()UKATOPOB.

UudopMaTHBHBI  CUrHAN -  DJEKTPHYECKHE  CHIHAIBI,  aKyCTHYECKHe,
NEKTPOMATHUTHBIE U Jpyrue (usMueckye IONs, II0 [apaMeTpaM KOTOPBIX MOXKET Obirb
packphiTa KoH(HIeHIMaTbHas wHbopManys (IepcoHaNIbHBIE JaHHBbIE) oOpabarbiBaemas B
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nH(POPMAIMOHHOI CHCTEMe EePCOHATIBHBIX JaHHBIX.

Nudopmanmonnas cucrema nepconaabubix Janupix (MUCIIAH) - urdopManronHas
CUCTEMA, IPEACTABIAOIIAA coboii COBOKYIIHOCTE II€PCOHANBHBIX MAHHBIX, CONECPMAIINXCH B
0aze maHHBIX, a TaKKe MHPOPMAIMOHHBIX TEXHOJOIMH U TEXHUYECKUX CPENCTB, IIO3BOJIAIOLIMX
OCYUIECTBISATH 00pabOTKYy TakuMX IE€PCOHANBHBIX JAHHBIX C MCIOJIB30BAHHEM CPEICTB
aBTOMAaTU3aLMHU WK O€3 HCIIONB30BAHUS TaKHX CPE/ICTB.

NudopmanmoHHbIe TEXHOJNOMNA - MPOLIECCHI, METOIBI IOWCKa, cOopa, XpaleHHd,
00paboTKH, NpeJOCTABIEHHS, DPACIPOCTpaHEHHs HHPOPMAMM M CIOCOOBI OCYUIECTBIEHHUS
TaKUX [IPOLIECCOB U METOJIOB.

Hcnoan3oBanue nepcoHaJbLHBIX JAHHBIX - AeHCTBHUSA (OIepaliy) ¢ IepCoOHaJbHBIMU
IAaHHBIMU, COBEpILACMBIC ONEPATOPOM B ULENAX NPUHATHA DPELICHWH WM COBEPLICHHS HMHBIX
IeHCTBUH, TOPOXKAAIOUIMX FOPUINUECKIE ITOCIEACTBIS B OTHOIUCHUH CyOBEKTa MEPCOHATBHBIX
JTAaHHBIX WM JIPYrUX JMI JIH60 MHBIM 0Opa3oM 3aTparMBaloIUdX IIpaBa ¥ CBOOOIBI CyObeKTa
IEPCOHANBHBIX JAHHBIX WM JAPYIUX JIUIL.

Hcrouure yrpossr 6ezonacHocT HHPOPMAIMH - CYOBEKT NOCTYyIa, MAaTEPUATIbHBIN
00BeKT wiM (U3NYECKOEe SBJICHUE, SBIAIOMIMECS [PUYMHOH BO3ZHHKHOBEHHS YIPO3BI
OezonacHOCTH HHpOPMALIUH.

KonTpoupyemass 30Ha - [pOCTPaHCTBO (TEPPUTOPUS; 3JaHHE, 4YacTb 3JaHud,
IIOMEIIEHHE), B KOTOPOM HCKIIIOUCHO HEKOHTPOJUpYyeMoe NpeObIBaHNE IOCTOPOHHMX JIHI, a
TaK)Xe TPAaHCIIOPTHBIX, TEXHUUECKUX U MHBIX MaTe€pUaNbHbIX CPE/ICTB.

KondunaeHuuaasHoCTh NePCOHATBHBIX TaHHBIX - 00s3aTelbHOE U COOMIOICHUS
OIIEPaTOPOM MJIM MHBIM IOJIYYHBIIUM JOCTYI K HePCOHAIBHBIM JaHHBIM JIUIOM TpeOOBaHUE HE
JIOIIyCKaTh MX pacIpocTpaHeHue 0e3 cornacus cyObeKTa MEePCOHAIBHBIX JAHHBIX UM HAJIUYMS
MHOTO 3aKOHHOKO OCHOBaHHSI.

MexcereBoii 3KpaH - JOKaIbHOE (OJHOKOMIIOHEHTHOE) MIM (YHKUMOHAIBHO-
pacmpelieiecHHOe  OporpaMMmHoe  (IporpaMMHO-almapaTHoe)  cpeacTBo  (KOMILIEKC),
peayu3yioniee KOHTPOJb 3a HH(pOpManuel, Iocrynaromed B HHPOPMAHMOHHYIO CHCTEMY
NEePCOHANBHBIX JaHHBIX ¥ (WJIH) BBIXOISIIEH U3 HHPOPMALIMOHHON CUCTEMEL.

Hapymmurean 6e30macHOCTH MePCOHANBHBIX JaAHHBIX - (U3NYECKOE UL, CIydalHO
WIM TpeJHAMEPEHHO COBepUIaolee AeHCTBUSA, CIEICTBHEM KOTOPBIX SBISETCA HapylICHHE
0e30nacHOCTH NEPCOHANBHBIX [AHHBIX NPH HX OO0paboTKE TEXHHYECKUMH CpEICTBaMU B
MH(OPMALMOHHEBIX CHCTEMAX IEPCOHATBHBIX JaHHBIX.

HeasTromaTu3upoBanHasi o0pafoTka mepcoOHAJbHBIX J[AaHHBIX - oOpaboTka
IIEPCOHANBHBIX JaHHBIX, COJEpXKauXcs B HHQOPMAIMOHHON CHCTEME MEePCOHAIBHBIX JaHHBIX
00 HU3BIEYEHHBIX M3 TaKOH CHCTEMBI, CUYHTAETCS OCYIIECTBIECHHON Oe3 HCHONb30BaHUSA
CpEeICTB aBTOMATH3alMU (HEaBTOMATU3HPOBAHHOW), €CIIM TaKWe AEUCTBUS C NEPCOHATBHBIMU
IJAHHBIMH, KaK HCIIONB30BaHHE, YTOUHEHHE, PACHPOCTPAHEHUE, YHUUYTOXECHUE NEePCOHATBHBIX
JAHHBIX B OTHOLICHMM KaXKIOro M3 CyOBEKTOB NEPCOHAIBHBIX JAHHBIX, OCYIIECTBIIAIOTCS MPH
HENOCPeACTBEHHOM yYacTHH YellOBeKa.

HenexjapupoBaHHbple BO3MOKHOCTH - (DYHKIMOHAaJbHBIE BO3MOXXHOCTH CpENCTB
BBIYHCIUTENBPHON TEXHHKM HE OIMCAaHHBIE IJIM HE COOTBETCTBYIOIIME OIHCAHHBIM B
JOKYMEHTAlUH, NIPH HCIOJIb30BAHUH KOTOPHIX BO3MOXKHO HapylleHHE KOH(HICHIMANIbHOCTH,
JOCTYITHOCTH HJIM LEJIOCTHOCTH 0OpabaThiBaeMoil HH(pOpMAIIUH.

HecaHKIMOHHPOBAHHBIH J0CTYN (HeCAHKUMOHMPOBAHHbIE JEHCTBHMA) - JIOCTYII K
nHpopManuy uimK nefcTBUA ¢ HHbOpMaIel, HapyIIaroIie MpaBuiia pa3rpaHudeHus JOCTYIIa C
UCIIOJIE30BAHUEM INTATHBIX CPEACTB, IPENOCTaBISEMBIX HH(DOPMAIMOHHBIMU CHCTEMaMHU
NEPCOHANBHBIX JaHHBIX.

Hocurean nadopmauny - Guznyeckoe U0 WIK MAaTepUANbHBIM 00BEKT, B TOM YHCIIE
¢u3uueckoe moie, B KOTOPOM HH(pOpPMAIMsS HaXOMUT CBOE OTPaXKCHUE B BHJE CHMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHHYECKUX PEINECHUH M IPOIIECCOB, KOJHUYECTBEHHBIX XapaKTePUCTHK
(GU3NYECKUX BENHULH.

OO0e3nmuuuBaHHe MEPCOHAJBHBIX JaHHBIX - JEHCTBHA, B pe3yjbpTaTe KOTOPBIX
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HEBO3MOXKHO OIPENENUTh NPHHAIIEKHOCTh NEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
IIEPCOHATBHBIX JAHHBIX.

OGpaboTka NepCOHANBHBIX JAHHLIX - JHeHcTBuS (Omepaiuu) C NEPCOHATbHBIMA
JAHHBIMH, BKIIOYas c6Op, CHCTEMATH3AIMIO, HAKOIUICHHE, XpaHEeH e, yTouHeHne (00HOBIeHH S,
M3MEHEHHe), HCIIONb30BAHME, PacIpocTpaHeHyue (B TOM HHCIe Iepenady), obesnuyuBaHME,
GII0KMpOBaHUE, YHHYTOXKECHHE IEPCOHANBHBIX JAaHHBIX.

O0meaocTynHbie INepCoHadbHble JaHHblE - TEPCOHANBHBIC MAAHHBIE, IOCTYI
HEOTPaHMYEHHOTO KPyra JIMI K KOTOPHIM HPENOCTaBJEH C COTJIAacHs CyOBEKTa NMepCOHANBHBIX
JAHHBIX MM HAa KOTOpHIE B COOTBETCTBUM ¢ (efepalbHBIMU 3aKOHAMHU HE PacIpOoCTpaHseTCs
TpeGoBanue COOMIOCHN KOHPUACHIHATEHOCTH.

Oneparop (IIePCOHATBHBIX JAHHBIX) - TOCYIAPCTBEHHBIN OpraH, MyHHUHIATLHBIA
OpraH, IOPMIMYECKOE HIM (H3UYECKOE JIHII0, OpraHusyiomee M (WIM) OCYWICCTBIISIONUIEE
06paGOTKy MePCOHANBHBIX JAHHBIX, a TAKXKe ONPEAC/SIONMEe NENM U CofepKaHue 06paboTKu
HEPCOHATBHBIX TaHHBIX.

TexHnyeckue cpeacTBa MHGPOPMALMOHHOH CHCTEMbI MEPCOHAIBHBIX JAHHBIX -
CPENCTBA BBIUMCIUTETIBHOM TEXHHKH, HH(OPMAUMOHHO-BBIYUCIUTEIBHBIE KOMIUICKCH! U CCTH,
CPE/ICTBA M CHCTEMBI epenayn, npueMa i obpabotku 111 (cpencTBa M CHCTEMBI 3BYKO3AIUCH,
3BYKOYCUJICHHS, 3BYKOBOCIPOM3BEIEHMs, ICPETOBOPHBIE M TENEBU3HOHHBIC YCTPOHCTBA,
CpENCTBA M3TOTOBJICHHS, THPKUPOBAHMS JOKYMEHTOB M [PYrHe TEXHHYCCKHE CpelcTBa
00paGoTKM peueBoi, rpaduueckoif, Buaeo- U  OYKBEHHO-LU(POBOHU HHpOpMALIUN),
POrpaMMHBIE CPEICTBA (OMEPALOHHbIE CHCTEMBI, CHCTEMBI YIpaBieHus 0asaMu JaHHBIX U
T.1.), CPEACTBA 3AIIUTH HH(OPMALHH, IPUMEHIEMbIE B MH(OPMAIIMOHHBIX CHCTEMAX.

Mepexsar (MHdopmMaumm) - HENPaBOMEPHOE MONydeHMe HHOpMAMH
MICIONB30BAHMEM TEXHHYECKOTO CpEJCTBA, OCYLIECTBISIOIEro OOHapyXeHue, IpHEM U
00paboTky HH(GOPMATUBHBIX CUTHAJIOB.

IlepconannbHbIe JaHHbIE - JI00as HHOOPMAIKA, OTHOCIIIAICS K ONPE/IETICHHOMY WA
ONpeeIsieMOMY Ta OCHOBAaHMM Takod wuHbopManum QusmueckoMy Jmiy (CyOBEKTYy
TIEpCOHANBHBIX JAHHBIX), B TOM 4YHCIIe ero (paMuius, UMs, OTYECTBO, TOJ, MECAI], JaTa i MECTO
POXJIEHUs, afpec, ceMeifHOe, COLMAIbHOE, HMYIIECTBEHHOE TONOXEHHE, OOpasoBaHHE,
npodeccust, J0X0Ibl, Apyras HHPOpMAaIUs.

IloGounble JHJIEKTPOMATHHTHbBIE H3JIyYeHHMS] M HABOAKHU - DJIEKTPOMAarHMTHLIE
H3IIydeHHs TEXHUYECKHX CPEACTB 00pabOTKM 3alluuiaeMoi HHpOpMaluH, BO3HUKAIOIME KaK
11060YHOEe SBJICHHE H BBLI3BAHHBIE OJEKTPUYECKUMM CHIHAJaMH, JACHCTBYIOIMMHM B HX
DJIEKTPMYECKUX M MACHUTHBIX IEINAX, a TAaKKe JJIEKTPOMArHUTHBIC HABOJKU THX CHTHAIIOB Ha
TOKOITPOBOIAIINE JIUHUM, KOHCTPYKUHMH ¥ HENH IUTAHU.

IMoaMTHKA «YUCTOr0 CTOJIa» - KOMIUIEKC OpTaHH3allMOHHBIX MEPONPUATHH,
KOHTPOJIUPYIOIIMX OTCYTCTBME 3allUCHIBAHUs Ha GyMakHble HOCHTENH KIIOUEH U aTpuOyTOB
JocTyIa (nmaposeil) 1 XpaHeH s UX BOIU3H 00BEKTOB AOCTYIIA.

Hons3oBaTens, HHGOPMALMOHHON CHCTEMBbI NEPCOHANBLHBIX NAHHBIX - JHIO,
y4acTBYIOIEe B QYHKIHOHUPOBAHUH MH(MOPMAIMOHHON CUCTEMbI [IEPCOHANBHBIX JAHHBIX HIIA
MCIIOJIB3YIOILEE Pe3yIIbTATHI €€ (hYHKIIMOHUPOBAHHMS.

IpaBuian pasrpaHHYeHHsi JNOCTYMa - COBOKYIHOCTb MPABHI, PETJIAMEHTHPYIOMIUX
IpaBa JIOCTYINa CyOBEKTOB JOCTyIa K 00BEKTaM JOCTyIIa.

IIporpaMMuas  3aKjagka - KOX IPOTPaMMBI, IPEJHAMEPEHHO BHECEHHBIH B
MPOrpaMMy C IENTBI0 OCYIIECTBUTD YTEUKY, H3MEHHTH, OIOKHPOBATh, YHHUTOKHKTE HH(OPMAIIHIO
HIIM YHHYTOXHTH M MOAM(QUIMPOBATH IPOrpaMMHOE obecrieueHrne HHPOPMALMOHHOA CHCTEMBI
HEPCOHANBHBIX JAHHBIX U (MIIH) OJOKUPOBATh alllapaTHbIe CPeCTBa.

IIporpammuoe (nporpaMMHO-MaTeMaTHYECKOE) Bo3aelicTBHE -
HECAHKL[OHMPOBAHHOE BO3JEHCTBIE HA PECYpChl aBTOMATH3MPOBAHHOM HHGOPMAIMOHHOH
CHCTEMBI, OCYIIECTRIIIEMOE C UCIIOIB30BAHUEM BPEJOHOCHBIX TIPOrPaMM.

PackpbITHe MePCOHAILHBIX JAHHBIX - YMBIIUIEHHOE WM Cly4aifHOe HapylIeHHe
KOH(DUICHIIMATEHOCTH NIEPCOHANBHBIX JAHHBIX.




PacnpochaHeHne NePCOHAJIBHBIX JAHHBIX - I[CﬁCTBPISI, HarlpasJICHHBIC Ha IIepcaady
NEPCOHANBHBIX JAHHBIX OIPEACIEHHOMY KPYTY JIHI (nepeaaqa NEPCOHATIBHBIX L[aHHI)IX) HJIH Ha
O3HAKOMJICHHE C NEPCOHAIBHBIMH JaHHBIMH HEOTPDAaHMYCHHOIO Kpyra JHI, B TOM 4YHCIC
O6HapOI[OBaHI/IC NEPCOHAIIBHBIX JAaHHBIX B CPEACTBaX MAacCORBOH I/IH(I)OpMaHI/IPI, pasMEHICHUE B
I/IH(I)OpMaHI/IOHHO-TGHeKOMMyHI/IKaL[I/IOHHHX CeTSIX WM IPEAOCTABICHUE A0CTyld K IICPCOHANb-

* HBIM JaHHBIM KaKUM-JIU00 MHEIM CIIOCOOOM.

Pecypc HH(POpPMAIMOHHON CcHCTeMBbI - HMEHOBAHHBIA 3JIEMEHT CHCTEMHOIO,
IPHKJIAIHOTO WK aNlapaTHOro obecreyeHus GYHKINOHNPOBAHHA HHPOPMALMOHHON CUCTEMBL.

CnenuajibHble KATEropHH IMEPCOHAJBLHBIX JAHHBIX - II€PCOHAJIbHBIE [aHHEIE,
Kacarolyiecss pacoBOd, HAI[MOHANBHOM  NPHHAJIOKHOCTH, TOJHTHYCCKUX  B3IJIANOB,
PENMTHO3HBIX WM (QUIOCOPCKUX YOCKISHUH, COCTOSHHA 3[0POBbI M HHTMMHOM JKH3HM
cyOBeKTa IMePCOHANBHBIX JAHHBIX.

CpeacTBa BHIYUCIMTEIBLHOM TEXHUKH - COBOKYITHOCTD IIPOTPAMMHBIX U TEXHHUECKUX
5JEMEHTOB CHUCTEM 0OpabOTKM JAHHBIX, CIIOCOOHBIX (HYHKIHMOHHPOBAThH CaMOCTOSITENIEHO MK B
COCTaBe JPYTUX CHCTEM.

Cybobekt Joctynma (cy0bekT) - JHIO HIM IPOLECC, JEHCTBHS KOTOPOTO
periaMeHTHPYIOTCS IPaBUIaMH pasTPaHUUEHM JOCTYIIA.

Texnudyeckuil KaHaJa yTedkH HHPOPMALUMHU - COBOKYIHOCTh HOCHTENS MHQOpManmu
(cpenctBa 00paGoTKH), (PU3IMUECKON Cpeldpl paclpocTpaHeHHs HH(GOPMATHBHOIO CHIrHAlIa |
CpelcTB, KOTOPBIMK A0OOBIBAEeTCs 3aluiaemMas HHGopManus.

TpancrpanuyHasi mepenada INePCOHAJbHBIX JAHHBIX - Mepefaya MepCOHANbHBIX
JaHHBIX oIepaTopoM vepes I'ocynapcTBeHHYIO rpanully Poccuiickoit denepanny opraty BlacT
MHOCTPAHHOTO TOCYJapcTBa, (PU3UUECKOMY MM IOPUAHYECKOMY JIMIy HHOCTPAHHOTO
rocy/iapcTaa.

Vrpo3sl 6€30aCHOCTH NEPCOHATBLHBIX JAHHBIX -COBOKYITHOCTb YCJIOBUH M ()aKTOPOB
CO3JAIOIIMX OIACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHUC]E CIy4YalHOro, OOCTyna K
HEePCOHANBHBIM JaHHBIM, pPe3yJIbTaTOM KOTOPOrO MOMKET CTaThb YHHYTOXEHHE, H3MCHCHHE,
OJIOKMpOBaHUE, KOIUPOBAHME, PACIpPOCTPaHEHHE IIEPCOHANBHEIX [aHHBIX, & TaKXKe HHBIX
HECaHKLMOHUPOBAHHBIX JeMcTBUM mpu ux oO0paboTke B MHQOPMALMOHHOH CHCTEME
IICPCOHANTLHBIX TAHHBIX.

YHUYTOKEHHE MEPCOHAIBHBIX NAHHBIX - JEHCTBHSA, B pE3yIbTarTe KOTOPBIX
HEBO3MOXHO BOCCTAHOBUTEL COJEPKAHHE NEPCOHANBHBIX JaHHBIX B MH(MOPMALMOHHON CHCTEME
NEePCOHATBHBIX JAHHBIX WM B Pe3yJbTaTeé KOTOPHIX YHHYTOMKAIOTCA MarepUallbHble HOCHTENIN
TIepPCOHATLHBIX JIAHHBIX.

VYreuxa (3ammmaemoit) wuHdopMaumu MO0  TeXHHYECKHM  KaHajgam -
HEKOHTPOJIMPYEMOE paclpoCcTpaHeHne HHPOPMALMK OT HOCHTENs 3aliuinaeMold MH(opMannu
yepe3 (U3MYECKYIO Cpeay OO0 TEXHHYECKOTO CpPEeACTBa, OCYMIECTBIAIOLIErO IEpeXBaT
uHpOopMaI.

Yupexaenue - yUPSKICHUS 3[paBOOXpAaHEHUs, COLHUANbHOH cdephl, Tpyna u
3aHSITOCTH.

VazeuMocTh - c1abocTh B CPEACTBAX 3aLUUTHI, KOTOPYIO MOXHO HCIIOJIB30BaTh I
HapyIIeHUs CHCTEMBI MU coJllepkalieiics B Helt nHdopMmanuu.

IlesocTHOCTH HHPOPMANUH - CTIOCOOHOCTH CPEJCTBA BBHIUUCIATENBHON TEXHUKU MU
ABTOMATU3UPOBAHHOM CHCTeMbl OOeCHeYnBaTh HEH3MEHHOCTh HH(OpMaUM U YCIOBHAX

Clly4aifHOTO /WM MPEAHAMEPEHHOTO HCKaXeHus (PaspyLLIEHNs).




OBO3HAYEHUA 1 COKPAIIEHMSI

ABC - aHTUBHUPYCHBIE CPENCTBA

APM - aBTOMaTH3UPOBaHHOE paboyee MecTo

BTCC - BciomorarenbHbIE TEXHUYECKHIE CPEICTBA M CUCTEMBI
UCIIIn - uapopMalnoOHHAas CHCTEMA IIEPCOHATBHBIX JaHHBIX
K3 - KOHTpOJIUpYyeMas 30Ha

JBC - JIOKAJIbHAsI BBIYMCIUTEIbHAS CETh

MD - MEXKCETEBOH 3KpaH

HCJ - HECaHKI[MOHHUPOBAHHBIN JOCTYI

ocC - OIIEpallMOHHAsA CUCTEMA

I1/In - IEPCOHAJILHBIE JaHHBIE

IIMB - mporpaMMHO-MaTeMaTH4eCKOe BO3ACHCTBHE

1O - IporpaMMHoe obecreyenue

II9MMHH - noGouHbIe HIEKTPOMarHUTHhIE U3yUEHHUS U 1aBOIKU
CA3 - CUCTEeMa aHaJli3a 3alUIIeHHOCTH

C3U1 - CpeJICTBA 3aIUTHl HHPOPMALUN

C3JIIn - cucrema (moacucreMa) 3aluThl EPCOHANBHBIX JaHHBIX
COB - ciucreMa 0O0OHapPYXSHUS BTOPXKEHUH

TKYHU - rexHHYecKue KaHaIbl YTeYKH HHPOpMAaIHH
YBIIJH - yrpo3s! 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX




BBEJIEHHE

Hactosmas  Kowuenuus  undopmauuonHoli — GesomacHoctn  MCIH  yupexnenus
snpaooxpanenus - OTAV3 «Bparckas cromaronioriyeckas nonukaunnka Nel» (anee - VupexaeHus),
pazpaborana OT'AY3 «Bparckas cromaTonioruueckas nonukiuHuka Nel», sBnsercs o(uumaneHbIM
JOKYMEHTOM, B KOTOpOM OmpesiefieHa CHCTEMa B3IMIAJOB Ha oObecreveHne HMH(POpMALMOHHOH
GezonacHocTH YupexaeHHs.

HeobxoaumocTs paspaGorky KoHuenuuu o6yc/oBieHa CTPEMHTEIILHBIM paciiupeHyeM cdepsl
NpUMEHEHHs HOBeHUIMX HHPOPMALMOHHBIX TEXHONIOTHI M NPOLECCOB B YUPEHICHHSAX, NPH obpaboTtke
uHGOpMaLIMK BooOLIE, U MEPCOHANILHBIX JaHHBIX B YACTHOCTH.

Hacrosmas KoHUeMNIys onpeenseT OCHOBHble LEMM M 3ajaud, a TakKe OOLyI0 CTpaTeruio
MOCTPOGHMS CHCTEMBI 3allUThI MepcoHanbHbx AaHHbIX (C3I1H) Yupexaerus. Konuenuua onpeaenier
OCHOBHble TPeGOBaHMs M 6a30Bble MOAXOABI K X PEAIN3ALMH, [ JOCTHXKEHHS TpebyemMoro ypoBHs
Ge3onacHOCTH MHpOpMaLIKH.

KoHuenius pa3paboTaHa B COOTBETCTBHM C CHCTEMHBIM TOAXOAOM K  OOECIEUEHHIO
uHopMaumonHol  GesonacHocTH. CHCTeMHbIH MOAXOA MpeanonaraeT IPOBEACHHWE KOMIUICKCa
MEPOMpUATHIA, BKJTIOYAIOUIMX HCCIe10BaHHe Yrpo3 HH(OpMalMOHHOH GesonacHocTH H paspaboTKy
cuctembl 3amuTsl [1]]H, ¢ MO3MUMHY KOMIUIEKCHOTO NMPUMEHEHUS TEXHUYECKUX M OPraHU3aLMOHHBIX MEp
M CPEICTB 3alllUThI. '

TTon undopmaumronHoit 6e3onactoctbio I1/JH noHMMaeTCs 3aKUIEHHOCTE NEPCOHANLHBIX TAaHHBIX
n obpabarbiBatoleil HX MHGPACTPYKTYp OT JIOOBIX CIlydaiHbIX MM 3/IOHAMEPEHHBIX BO3/ICHCTBUH,
pesyibTaTOM KOTOPBIX MOXET SBWTbCS HaHeceHue ylepba camoit HHOpMaUuH, ee BajesbLaM
(cy6bekram I1JIH) wiu uHbpacTpykType. 3agaud MHGOPMAUMOHHOH 6e30MacHOCTH CBOAATCA K
MHHMMM3ALMM  yinepba OT BO3MOXHOM peanusauuu yrpos OGesomachoctu [IJlH, a Taike K
MPOrHO3MPOBAHHIO M MPEJOTBPALIEHUIO TAKKUX BO3AECHCTBHIA.

KoHLenuus ciry’xuT OCHOBOH ulst pa3paboTkM KOMIUTEKCA OpraHH3aLHOHHBIX M TEXHUUECKUX Mep
no ofecreueHuo HMHPOPMALMOHHOM Ge30MacHOCTH  YupexaeHHs, a TaKKe HOPMATHBHBIX U
METOMUYECKHX JOKYMEHTOB, 0GECTIeUHBAIOLIMX e PealH3alliio, U He MPErosaraeT NoAMeHbl GyHKUMH
roCyIapcTBEHHBIX OpraHoB BnacTM Poccuiickoil  (emepalmy, OTBedalowyx 3a  ofecreueHue
6e30MacHOCTH MH(POPMALHUOHHbIX TEXHOJIOTHH 1 3aLUTY HHPOPMALMH.

KouLenuus SBasercs MeToL0I0rHuecKOH OCHOBOM s,

- (OpPMHpPOBAHHs 1 MPOBEIEHHs eAMHOH NOIMTHKH B 00nacTh obecrneuenms Gesonackocty [In B
WUCIIn YupexxaeHus;

- TIPUHATHS YOPaBIEHYECKMX pelieHMil M pa3spaboTKW MPaKTHYeCKHMX Mep MO BOMIOLICHHIO
nonuTHKK GesonacHocTd T1J[H M BEIPaGOTKM KOMIJIEKCa COTNIaCOBAHHBIX Mep HOPMAaTHBHO-NPaBOBOro,
TEXHONOIMUECKOTO W  OpPraHM3alMOHHO-TEXHHYECKOrO XapaKTepa, HanpaBJIeHHBIX Ha  BbIABJICHHE,
OTpa)KeHHe 1 JINKBHAALMIO MOCEACTBII peannsaliu pasiudHbix Buaos yrpos IT/1x;

- KOOPIMHALMH JNEATENbHOCTH CTPYKTYPHBIX TNOApasfeneHudl YUpexaeHHs MpH MPOBECAEHUH
paboT 1o passutHio 1 skcrtyatauun UCTIIH ¢ coGmonenmem TpeGosanmii obecniedenns 6e30macHoCTH
[1dH;

- paspalOTKM  MOpeJIOKEHUH 1O  COBEPUICHCTBOBAHWIO  TNPABOBOrO,  HOPMATMBHOTO,
METOJIMUECKOro, TEXHUUECKOro M OpraHm3aumoHHoro obecrevenus Gesonachoctu IIn B HUCIIH
Vupesxnenust.

O6nactb npuMeHeHus: KOHLENLMI pacnpocTpaHseTcs Ha Y YpexkAeHUe 3APaBOOXPAHEHHA OT'AY3
«bpatckas cToMaTo/iornueckas MojMKIMHAKa Nel», 3KCrUlyaTHpYIOLIHe TEXHHYECKHE W NPOrpaMMHBIC
cpenctea UCTIIH, B KOTOPBIX OCYLIECTBISAETCA aBTOMATH3MpoBaHHas obpaborka Ik

TpaBoBoii Gasoii ans paspaGotky Hactosweli KoHuenuuu cnyxar TpeGoBaHus AeHCTBYIOLIMX B
Poccuy 3aKOHOAATENLHBIX H HOPMATHBHBIX JOKYMEHTOB MO 06eCreveHnIo 6e30MacHOCTH NepCoHaTbHbIX
nanHbix (T1TIH).




1.. O0mune mos10KeHHs

Hacrosias KOHLENUMA OMpedenserT OCHOBHbIE LETM M 3ajaud, a Takke OOULylo CTpaTertto
TMOCTPOEHHsS CHCTEMbl 3aliMThl nepcoHanbHbix nanHbIX (C3I1JIH) VYupexcaenus, B COOTBETCTBUH €
nepeunem UCI1JIH. KoHuemnuus oripeaenser OCHOBHbIE TpeboBaHHs 1 6a30Bble MOJXOAB! K X pealu3aluy,
JJ1sl JOCTHXKEHUst TpeGYeMOTo ypoBHs 0Ge30MacHOCTH MH(OPMALIMK.

C3I1/In npencTaBaseT coboi COBOKYNHOCTb OPraHM3aLMOHHBIX ¥ TEXHHYECKHX MEPOMNpPHATHH 1A
samuthl T[N OT HENpaBOMEPHOTO WIM CIyd4aHHOro JOCTYNa K HHM, YHHMUTOXEHHSA, M3MEHCHHS,
B6IOKMPOBAHMS, KOMMPOBaHHs, pacnipoctpaHenus T1/JH, a TakKke MHBIX HEMPaBOMEPHbIX ACHCTBHI ¢ HUMHU.

Be30nacHOCTb MEePCOHANBHBIX JAHHBIX JOCTHraeTcs IMyTeM HCKIIFOUEHHs HEeCaHKLMOHHWPOBAHHOTO, B
TOM 4YHC/Ie CIy4aifHOro, JOCTyna K [MEPCOHANbHBIM [aHHBIM, pPE3YJIbTaTOM KOTOPOr0o MOXET CTaTh
YHMYTOJKEHHME, M3MEHEHKe, ONIOKMpOBaHME, KONMPOBAHME, PAacrpOCTPAHEHHE MEPCOHANBHBIX NAaHHBIX, a
TAKXKe MHBIX HECAHKLIMOHMPOBAHHBIX JAEHCTBHH.

Crpykrypa, coctas W ocHoBHble (yHkuun C3IIJIH onpenenstorcs MCXOAd W3 Kiacca HUCTIH.
C3I1JIH BKIIOYAET OPraHHU3alMOHHbIE MEPbI W TEXHHYECKHE CPECTBA 3alMThl MH(OpMaLkK (B TOM uucIe
wmdpoBanbHble  (KpUNTorpaguueckne) CpeiacTa, CPeiCTBa NpPEAOTBPALLUEHUS HECAHKLIMOHMPOBAHHOIO
[OCTYIa, YTeuky MH(OPMALMM M0 TEXHWUECKHM KaHanaM, NPOrpaMMHO-TEXHWYECKHX BO3LEHCTBHI Ha
TexHuueckue cpeactsa obpaborku [1][H), a Tawke HCMOJb3yeMbie B MH(OPMALMOHHOHW CHCTEME
HHG)OPMALIMOHHBIE TEXHOOTHH.

D11 Mepbl NpH3BaHbl 00€CeUUTD:

- KoH(HUIEHIHANBLHOCTE HHPOPMALKHK (3ALLUUTA OT HECAHKUMOHHPOBAHHOTO O3HAKOMIICHH);

- mejocTHOCTH HMHpOPMANHM (AKTYalbHOCTb M HENPOTHBOPEUMBOCTbL HMH(pOpMaLUH, ee
3aLMLIEHHOCTb OT Pa3spylleHUs U HECAHKLIMOHUPOBAHHOTO N3MEHEHH ),

- pocrynHOCTh HMH(pOpMANMH (BOSMOXKHOCTb 33 NPHEMJIEMOE BPEMs MONY4HTh Tpebyemyio
MH(OPMALIMOHHYIO YCITYTY).

Cragun cosnanus C3I1IH BrmOUaroT:

- OpenpoeKTHas CTajus, BKIodalowas npeanpoexrHoe obcnenosanue MCIH, paspaGoTky
TEXHUYECKOT0 (4aCTHOTO TEXHHUYECKOr0) 3a[1aHH1s Ha €€ CO3JaHue;

- craaus TpoekTHpoBanus (paspaGoTku mnpoekroB) W peanmzauuu VICII[H, BKiItoHarolias
paspabotky C3I1/IH B cocrase HCI1/IH;

- cragus BBoAa B geiicteue C3II/IH, BKiIOHaIOIlass OMNBLITHYIO OSKCIUyaTaluuio W MpHEMO-

CHATOUHBIE MCTBITAHMA CPEJACTB 3aluThl WHpOpMaLun a Tawke oueHky coorserctus MCIIn
TpeboBaHmsm Ge3onacHOCTH HHGOPMaLWH.

OpraHU3aLMOHHbIE MEPBI MPEdyCMATPHBAIOT CO3aHHE M TOJICPIKaHUe NpaBoBOH Gasbl Ge30macHOCTH
IJH u paspaGorky (BBeleHMe B JeHCTBUE) NpEeAycMOTPeHHbIX [lonuTukol MH(pOpMALMOHHON
BesonacHoctd UCTIJIH cneayrolux opraHu3alOHHO-PACTIOPAAUTEIbHBIX JIOKYMEHTOB!

- Tlnan meponpusTHii o oGecnevennto samwutsl IIJIH npy nx o6pabotke B UCI1/IH;
I[Tnan MeponpusTHid 110 KOHTpouto obecrieveHus 3awmThl [1/1H;
ITopsiiok pesepsupoBanus U BoccTaHoBNeHHs pabotocriocobHocTn TC u IO, 6a3 nanmsix 1 C3U;

- JlomkHOCTHas MHCTpykuus aamuuuctpatopa UCIT/IH B yacTh obecnieuenns GesonacHoctu [1/1H
npu ux obpaborke 8 UCI11#;

- JlomKHOCTHAs MHCTPYKUMs aamunucTparopa 6esonactocti UCTT/R;

- JTomxHocTHas uHCTpykumsa nonbsosarens UCIH B wacTi obecnevenus GezonacHoctu 111 npu
nx oopadotke B ICT1/IH;

- HHerpykums na ciyvau BO3HHUKHOBEHHMS BHEIUTATHON CHTYalUMH;
- PexoMeHIaUMH 1O UCMOB30BAHHMIO MPOrPAMMHBIX H ArNapaTHbIX CPeCTB 3aLiMThl MHPOPMALUH.

]

TexHuueckne Mepsl 3alMThl PEaTU3yTCs NPU NOMOLIM COOTBETCTBYIOLIHX NPOrpaMMHO-
TEXHUUECKHX CPEICTB U METOZOB 3alLHThI.

Ilepeuenb HeOOXOAMMBIX Mep 3allMThl HH(OPMALMKM OnpelenseTcs Mo pesysibTaTaM BHYTPEHHEH
nposepku 6ezonacHoctd UCI1IH Yupexaenus.




2. 3amaun C3I1/In

Ocuosroii nensto C3[1JIH sBgercs MUHMMI3AMS ymepOa OT BOMOXKHOM peand3alu
yrpo3 6ezonacHoctu [1]1H.

Jina  moctwkenns ocHoBHOM 1emu  cucrema OesomacHoct Il UMCII[IH  nomxna
obecrieunBath 3 ()EKTUBHOE peleHe CIeyIOIUX 3a0ad:

- 3aIUTy OT BMelnaTenscTBa B rpoliece GpynxkuuonupoBanus VICITIH mocTopoHHmX jmm
(Bo3MOXHOCTE Hcmons3oBaHMs AC M JOCTYI K €e pecypcaM JODKHBEI HMETh  TOJIBKO
3apETHCTPUPOBAHHBIE YCTAHOBJICHHBIM TTOPSIKOM I10JIb30BATENH);

- pasrpaHHYeHHe JOCTYIIA 3apeTrHCTPUPOBAHHBIX I0JIE30BATENEH K alllapaTHbIM,
porpaMMHEBIM U MHpopMaloHHeM pecypcam MCITIH (BO3MOKHOCTD HOCTYIIA TOJBKO K TEM
pecypcam ¥ BBIIOJTHEHHS TOJIBKO TeX OIEpaliiii ¢ HUMH, KOTOpble HE0OXOIUMbI KOHKPETHBIM
nosnp3oBaresiM UCITIH Uit BEITOJTHEHHS CBOMX CITYXEOHBIX 00S3aHHOCTEH), TO €CTh 3aIllUTy OT
HECaHKIIHOHUPOBAHHOI'O JOCTYTIa;

a) K uabopmanuy, upKyupyromiei 8 UCIg;

6) cpeactBaM BeruuciauTensHoN Texauku NCIIH;

B) ammapaTHBIM: IPOrPaMMHBLIM U KPUNTOrpadUUeCKUM CPEACTBAM 3allliTh,
ucnonszyembM B UCT1/IH;

- PErucTpanuio ASHCTBHH MONB30BaTeNIel MpU HCIIONB30BAHUH 3allUIIAeMBIX PECYPCOB
UCIT/lH B CHCTEMHBIX JKypHaTaXx M MEPUOTUUECKHUH KOHTPOJIb KOPPEKTHOCTH JEHCTBHUMA
NOJIB30BaTeNeH CUCTEMBI ITyTEM aHAJIU3a COAEPKHUMOro ITUX JKypPHAIIOB,

- KOHTPOJIb IEJIOCTHOCTH (0OecreyeHre Hen3MEHHOCTH) CpeZibl UCIIOIHEHHUS IPOrpaMM 1
€€ BOCCTAHOBJICHHE B CIIy4ae HapyUICHUS,

- 3aI0MTy OT HECAHKLMOHUPOBAHHOM MOAUGUKALMKA M KOHTPOJb LEIOCTHOCTH
ucnonb3yeMbelx B MCIIJIH mporpaMMHBIX CPEACTB, a TAaKOKEe 3alUTy CHUCTEMBl OT BHEAPEHHS
HECAHKLMOHUPOBAHHBIX IIPOrpaMM;

- sammty [IJIH OT yTeykw IO TEXHHYECKMM KaHajlaM IpH ee oOpaboTKe, XpaHEHHH U
niepeiaye 1o KaHajgaM CBS3H;

- samury [I/IH, xpanumoii, obpabaTpiBaeMOi M IlepeJaBaeMOf IO KaHajlaM CBS3H, OT
HECaHKIMOHUPOBAHHOIO pa3rilallieH)s] UM UCKaXKEHUS;

- ofecrieyeHHE >KMBYYECTH KpuUnTorpaduuecKux cpeIcTB 3amuThl HHGOPMAalMH IIpH
KOMIIPOMETAIIMH YacTH KITIOUEBOH CUCTEMBY,

- CBOEBPEMEHHOE BBLIBJICHUE HCTOYHHKOB yrpo3 6e3onacHoct I1JIH, mpuvuH ¥ yCIOBUiH,
CIIOCOOCTBYIOLIMX HaHeceHHIO yiepda cyowexram I1/[H, co3maHume MexaHu3Ma ONEPATUBHOIO
pearupoBaHus Ha yrpossl OesonacHoct [1]/{# 1 HeraTuBHBIE TCHACHLIUH;

- CO3MaHHE YCJOBHH JUIi MHHAMHM3AIUM U JIOKAJHM3allMd HAaHOCHMOTrO yluepda
HETPaBOMEPHBIMA  IEUCTBUSIME  (DU3MYECKUX ¥ IOPUIMYECKHX JIMI, OclalleHue HeraTUBHOTO
BIIMSIHUS ¥ JIMKBUJIAIMS TIociecTBU HapymeHus 6e3omnacHoctu 111,
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3. OO0BbeKTbI 3aIUTHI
3.1 Ilepevens uHGOPMANHOHHBIX CHCTEM

B Vupexnenun OI'AY3 «Bparckas cromaronornyeckas nonukinauka Nel» npou3BouTes
06paboTKa IEpPCOHANBHBIX JAHHBIX B HH(QOPMAIMOHHBIX CHCTeMaX OOpaboTKH MEPCOHANBHBIX
nqauabx (MCIIAm).

Iepeuens MCIIln ompenensercs Ha ocHoBaHud OTdYeTa IO pe3ynbTaraM BHYTPCHHEH
IPOBEPKH,

3.2 Ilepeyenn 00bEKTOB 3ALIUThI

O6BeKTaMH 3alUTH SBIsIOTCS - nHpopmars, oopadarsiBacmat B UCILIH, u TexHuyeckue
cpenctBa ee 00pabOTKM W 3auUTHL. [lepeueHb NEPCOHANBHBIX IAHHBIX, MOMIEKAIME 3aIUHTE,
onpenienex B [lepeune MepcOHAIBHBIX JAHHBIX, HoTexamux samute B UCITI

OOBEKTHI 3aLUUTHI BKJIIOYALOT:

O6pabarbiBaemast HHGOpMaLHSL.

Texuomornueckas nHpopmanys.

ITporpaMMHO-TEXHIHYECKHE CPEACTBA 00paboTKH,

Cpenctra 3awutsl 11/1a.

Kananb! uH(popMannoHHOro 0OMeHa U TEJICKOMMYHHKALIUH.

O6BEKTHI M IOMEILEHHUS, B KOTOPBIX pa3MerueHbl KomroHeHTs! MCIITn.
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4. Knaccudurxauuns nosb3osartened HCILAn

Tlomssoparenem VCIIJ[H  sBisercds JMuIO, YYacTByromee B (QYHKIMOHUPOBAHMU
MHQOPMALMOHHOM CHCTEMBI IEPCOHANBHBIX [AHHBIX WIH MCHONB3YIOIIEE pE3yNbTaThl €e
dynxmornposanus. Ilomssosarenem WCIlH sBIgeTcs JMOOOH COTPYAHHK —YUpEXKICHHS,
umerormmit poctynn Kk VICTI[IH u ee pecypcamM B COOTBETCTBUHM C YCTAHOBJICHHBIM ITOPSZIKOM, B
COOTBETCTBHH C €r0 (YHKIMOHATBHBIMH 00SI3aHHOCTAMH.

ITonpzoBarenu UCII[n nensres Ha TpH OCHOBHBIC KaTErOpUu:

1) Anmunuctparop WCIn. CoTpynHuku VY4pexIeHus, KOTOPbIE 3aHHMAarOTCA
HACTPOMKOM, BHEAPEHUEM H CONpOBOXIeHHEM cucTeMbl Ammummctparop MCIIIH
00JIagaeT CIeAYIOIUM YPOBHEM JIOCTYIIA:

- o0najaeT nonHok HH(popManye 0 CHCTEMHOM M IPHKIIJIHOM NPOrpaMMHOM
obecneuenun UCI1/In;

- o6JiafaeT HONHOM MHpOPMAIHER O TEXHHUECKUX CPECTBAX M KOHQUIypaluu
UCI1/H;

- HMeeT JOCTYI KO BCEM TEXHMUECKHM CpeacTBaM 00paboTku MH(popMaluy U
nanaeiM VCTTTH;

- obmajgaeT mpaBaMM KOH(UIYPUPOBaHUS M aJMHHUCTPATUBHONW HACTPOHKH
texauaeckux cpezacts UCTIIH.

2)  Iporpammuct-paspatorurk VCII[(H. CoTpynHuKM VYUpexacHus HIM CTOPOHHHUX
OpTaHM3ALMH, KOTOPHIE 3AHMMAIOTCS pa3palOTKOH HPOrpaMMHOro OOCCICUCHH.
Paszpa6ortunx VICI1/Ia obnanaeT cneaylonuM ypoBHEM JOCTyIa:

- obyamaer uHpopManued 06 amropuTMax H IporpamMmax o6paborku
nnpopmarmu Ha VCITH;

- obmajaeT BO3MOXHOCTSIMH BHECCHHS OLIMOOK, HEIEKIapHpOBAHHBIX
BO3MOKHOCTEM, MPOTpaMMHEBIX 3aKIaIoK, BPENOHOCHBIX MPOTPaMM 6 IPOrpaMMHOE
o6ecneuenne UCIIQu na craguu ee pa3pabOTKU, BHEAPEHHUS M COIPOBOKACHHS;

- MOXET pacnojiaraTh MoObIME (pparMeHTaMu HHQPOPMAIMU O TOIIOJOTUH
VCIIJIH ¥ TexHHYecKHX cpeiacTBax oOpabotku u 3amuThl [1]In, o6pabartsiBacMbIX B
UCT1dx.

3) Omeparop WCII[n. CotpyIHMKM IOApa3sieNeHHH VYUpeKICHUs YYacTBYIOIMX B
npouecce skcruryaraun UCIITa. Oneparop VICIIdn obnanaer ClieqyromuM ypOBHEM
JIOCTYIIa;

- obiamaeT BceMM HeoOXOJUMBIMM aTpubyTaMu (HampuMep, NapoleMm),
06ecreunBalONIMMHU JOCTYII K HEKOTOpOMY noaMHokecTBy I1/1H;

- pacmosaraeT KOH(QUIeHINAIbHBIMHA JaHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Kateropuu 1onb30BaTeneil JOKHBI ObITh onpezeners! 1t kaxnod MCTIn, JlomkHo ObITh
YTOYHEHO pa3JieieH’e COTPYIHMKOB BHYTPH KaTeropHit, B COOTBETCTBUM C THIIAMHU [I0JIb30BATEICH
onpeneneHHsMy B [lonuTrke nHGOpMaNMOHHON 6€30MaCHOCTH.

Bce BBIABIIEHHBIE IPYIIIbI IOJIB30BATENeH OTpaXkatoTcs B OTUeTe 1o pe3ysibTaTaM BHYTPEHHEH
nposepky. Ha ocnoBanum OTuera onpenessitores npasa goctyna x anementam VCIIIH ans Beex

rpyIuI [oJL30BaTeNed U OTpaXXaroTCs B MaTrpule J0CTyna B [MomoxeHuu 0 pasrpaHucHuy 1pan
Jocryia Kk o0padaThIBAEMBIM [IE€PCOHAIIBHBIM JIAHHBIM.
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5. OcHoBHbIE INPUHNHUIIBI HOCTPOCHUSN CHCTEMbI KOMILJIEKCHOH 3alIMThI nmbopmauml

[Toctpoenue cuctembl obecneueHus Oesomacnoctu [1[Jn WCII[IH Yupexnmenus u ee
d)YHKHI/IOHI/IpOBaHI/IC JOJDKHBI OCYIUECTBIIATECA B COOTBCTCTBHU CO CIICAYIOIIMMU OCHOBHBIMU
IIpUHITUIIAMH:

- 3aKOHHOCTD,

- CHCTCMHOCTD,

-  KOMIUICKCHOCTbD,

- HCIPCPBIBHOCTD,

- CBOCBPEMEHHOCTE,

- IPEEMCTBEHHOCTH M HEMPEPHIBHOCTH COBEPLICHCTBOBAHMS,
- TCPCOHAIbHAA OTBCTCTBCHHOCTD,

- MHUHUMH3AIUA IOTHOMOYMH;

- B3aUMOJCHCTBUE U COTPYIHUYECTBO;

- TUOKOCTBH CUCTEMBI 3alUTEI;

- OTKDPLITOCTDL AITOPUTMOB 1 MCXaHHU3MOB 3aIITUThI,

- [IPOCTOTAa IPUMCHCHUA CPEACTB 3allIUThI,

- Hay4dHas 000OCHOBAHHOCTE H TEXHUYECKAS pPeAM3yeMOCTD,
- ClIelyalivi3anuia u HpO(bGCCI/IOHa.HI/IBM;

- 00sA3aTeNLHOCTD KOHTPOJIA.

5.1 3akoHHOCTB
[lpennmonaraer ocymecTBieHHe 3alUMTHBIX Mepomnpusatuii u  paspaborky C3I1[In
VupexeHuss B COOTBETCTBHM ¢ JCHCTBYIOUIMM 3aKOHONATENbCTBOM B obnactu 3amuTst [1/[H u
IPYyTUX HOPMAaTUBHBIX aKTOB Mo Oe3omacHOCTH WHGQOpMaNuy, YTBEP)KICHHBIX OpraHaMu
rocyJapCTBEHHOH BJacTH M YIOpaBlIeHHs B Ipelelax HMX KommereHuud. Ilojp3oBarenn u
obcnyxuBaromuit nepconan [1JIx UCII[Ix YupexneHust IODKHBI OBITH OCBEJOMJIEHBI O IIO-
psiKe paboThl ¢ 3amuInaeMoit nadopmarue 1 00 OTBETCTBCHHOCTH 3a 3armuThl [1]]H.

5.2 CucremHoCTH

Cucremueli monxon K moctpoenuto C3I1[In VYupexnaenus mnpenronaraeT ydeT BCex
B3aUMOCBSI3aHHBIX, B3aHMOJICHCTBYIOUIMX U M3MEHSIOLIMXCS BO BPEMEHH DJIEMEHTOB, YCIIOBHH M
(aKkTOpOB, CYIIECTBEHHO 3HAYMMBIX [UI [OHMMAHHS U pEIIeHHS TpobieMbl obecreueHus
6esonacuoctu [1/1n UCTIJH Yupexnenus.

[Ipy co3paHmy cHUCTEMBI 3alMTH] JOJDKHBI YUHTHIBATHCS Bee cinabble W HaubOosee ySI3BHMBIE
MecTa cucteMsl o0paboTku [1/[H, a Takxke XapakTep, BOSMOXKHBIE OOBEKTHI M HaIlpaBJIeHUs aTtak Ha
CHCTEMY CO CTOPOHBI HapyuTeseit (0coOCHHO BBICOKOKBATU(HIIMPOBAHHBIX 3JI0yMBILICHHUKOB),
IyTH MPOHUKHOBEHHUs B pacrpeneneHubie cucrembl 1 HCJl k undopmanuu. CucrteMa 3alluThl
JOJDKHA CTPOUTHCS € YYE€TOM HE TOJBKO BCEX HM3BECTHBIX KaHaIoB npoHukHoBeHMs W HCJI x
HHQOpPMaIMM, HO K C YYETOM BO3MOXKHOCTH IOSIBIICHHMS NPHHLUMIIMATIBPHO HOBBIX IIyTEH
peanuzaumy yrpo3 0e30macHOCTH.

5.3 KomniiekcHocTh

KomMmmnnexcHoe HCHONB30BaHHE METONOB M CPEICTB 3allMTHI IIPEAIoNaracT COracoBaHHOE
IPUMEHEHUE Ppa3sHOPOIHBIX CpPEACTB MpPU  IIOCTPOCHUM  IEJIOCTHOM  CHCTEMBI  3alIUTHL,
IIEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAUMMBIE) KaHAIBl peasiu3alldid YIpo3 M HE coaepiKalnei
cabbIX MECT Ha CTHIKAX OTAENILHBIX €€ KOMIIOHEHTOB.

3amuTa JOJDKHA CTPOUTHCA SHICTIOHUPOBaHO. [ KaXKIoro KaHajga yTeukd MH(pOpMAIMU U
UL KaXIoH yrpo3bl O€301acHOCTH JOJDKHO CYIIECTBOBATH HECKOJBKO 3allUTHBRIX pyOekeil.
Co3pianue 3alUUTHBIX pyOeskedl OCYIIECTBISETCS ¢ YYETOM TOrO, YTOOBI JJIs UX IPEeoJOJIeHHUS
MOTEHIMATBHOMY 3JIOYMBIILIEHHUKY TPeOOBAHCH MPOQeCCHOHATBHBIE HABBLIKM B HECKOJIBKHX
HEB3aUMOCBI3aHHBIX 00IaCTIX.
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Bremnsg 3ammra I0DKkHa obecieunBaTbes QU3MUYECKUMH CPENCTBAMH, OpraHU3alliOHHBIMU
¥ TpaBoBbIMH Mepamu. OfHHM K3 HauGolee YKpEIUIeHHBIX pyOexel Ipu3BaHb! ObITH CpelCTBa
KPHUITOrpauueckoll 3alTHTH, PEATM3OBAHHEIE C HCIIONB30BaHMEM TexHonorudn VPN
[IpuknamgHOl  ypoBEHb 3alUTHI, YYMTHIBAIOIIMEA OCOOEHHOCTH IIpEAMETHOH obnacty,
IpeICTaBIIsIeT BHYTPEHHUHN pyOex 3aliuThL.

5.4 HenpepoiBHOCTH 3amuThl IIH

Bamura [1J[H - He pa30BOe MEPONPUATHE M IIE IIPOCTasi COBOKYIIHOCTH NPOBEIACHHBIX
MEPONPHUATHH U YCTAHOBJIEHHBIX CPEICTB 3aIlUTHI, a HEIPEPBIBHBIH Ie/IeHANpaBIEHHbIH IIporece,
TIpE/IONATAIONII IPUHATHE COOTBETCTBYIOIIMX Mep Ha BeeX aTanax xusHenHoro mikiia ACITx.

WCIII# 1omKHBl HAXOAUTECS B 3AIlINEHHOM COCTOSHHM HA IPOTUKCHUH BCETO BPEMEHH HX
(GYHKIHOHUPOBAHUS.. B COOTBETCTBMM € 3TUM IPUHIMIIOM JOJDKHBI IPMHMMATBECA MEPHI 110
Henomyuesnto nepexosa VICII/IH B HE3aMIIEHHOE COCTOSHHUE.

BONBIIMHCTBY (PU3HYECKUX ¥ TEXHUYECKHX CPEICTB 3aIUThI T 3)(QEKTUBHOIrO BHUTONTHEHHUS
cBomX (GyHKIMH HEOOXOMMMA MOCTOSHHAS TEXHUYECKas ¥ OpraHH3allMOHHas (AIMUHUCTPATHBHAS)
noJyiep)kka (CBOeBpeMeHHasi cMeHa K oOecliedeHHe NPABUIIBHOIO XPaHEeHHs M NIPHMEHCHHA HMEH,
naponel, Kmoueit mudpoBaHus, Hepeonpenenenue mojHoMounit M T.aL). IlepepriBel B pabote
CPECTB 3aIUTHI MOTYT OBITH MCIONB30BAHBI 3JIOYMBIILUICHHUKAMU UL aHalu3a IPUMEHACMbIX
METOIOB W CPEACTB 3alUTHI, I BHEAPEHHA CHELMANBHBIX MPOrPaMMHBIX M alllapaTHbIX
"saknamok" M JOPYTMX CPEINCTB MNpEOJOTEHMS CHCTEMBI 3alIUThI I10CTIe BOCCTAHOBIICHHA €€
(GbYHKUMOHUPOBAHUSL.

5.5 CroeBpeMEHHOCTDH

ITpenmonaraerT ynpexxuaronmii xapakrtep Mep obecneueHus 6esomacHoctu I1/1H, TO €CTh
TIOCTAHOBKY 3ajad 1o Komruiekcuod sammre WCIIJIH u peammsamuio Mep obecmeveHus
6esonacHocty ITJ{n ma panHux cramusx paspadbotku VICILAH B memom u ee CHCTEMbI 3allUTHI
uH(OpMAaIIH, B YACTHOCTH.

Pa3paboTKka CHCTEMBI 3alUTHI JO/DKHA BECTHCH NApalIENbHO ¢ paspaboTKO# U pa3BUTHEM
caMOll 3aIIMIIAEMOM CHMCTEMEL OTO IIO3BOJMT yd4ecTh TpeOoBaHMA Oe30IaCHOCTH IpH
TIPOEKTHPOBAHME APXUTEKTYPhI Ms B KOHEYHOM cuere, co3iarh Oonee sddexTuBHBIE (KaK IO
3aTparam pecypcoB, TaK U 110 CTOMKOCTH) 3aLIMIIECHHEIE CHCTEMBL.

5.6 IIpeeMCTBEHHOCTh M COBEPIICHCTBOBAHHE
IIpeznonararoT OCTOSHHOE COBEPLIEHCTBOBAHHE MEp M CPEJCTB 3allMThl HH(OPMAIX Ha
OCHOBE IPEEMCTBEHHOCTH OPTaHM3aIMOHHBIX M TEXHHYECKUX PEIICHHH, KaJpoBOro COCTaBa,
ananusa Gpyaxuuponuposanus VICTI/IH 1 ee cuCTeMBI 3alIMTEL C YYETOM H3MEHEHHH B METOJaX U
cpelcTBax Iepexsara HH(OpPMalMH, HOPMATUBHBIX TpeOOBaHMH MO 3alliTe, AOCTUTHYTOIrO
OTEYECTBEHHOIO U 3apy0e)KHOro OIbITa B 3TOH 00acTy.

5.7 IlepcoHaibHasi OTBETCTBEHHOCTH

IIpeamonaraeT BO3JIOXEHHE OTBETCTBEHHOCTH 3a obecneuenme OesomacHoctu [I[lH u
CHCTEMBI MX 06pabOTKH Ha KaXKIOro COTPYLHMKA B IpeeNax ero MoJHoMouHH, B cooTBercrBuy ¢
9THM TIPHHIMIIOM DACTIpe/Ie/ieHHe TIpaB i OGS3aHHOCTEH COTPYIHMKOB CTPOUTCS TaKuM 00pasoM,
4ToGBI B Clyyae JHO0OTO HApyLIEHUs KPYr BHHOBHMKOB OBUI YETKO HM3BECTEH MIIM CBEIEH K
MHHHMYMY.

5.8 IpuHUMT MUHIMHA3ALMH TOJTHOMOYHIA

OsHavaeT ImpeocTaBlIeHHe J10JIb30BaTENIIM MUHUMANIBHBIX IIpaB JOCTyIa B COOTBETCTBUHU C
IPOM3BOICTBEHHOH HEOOX0MMOCTHIO, HA OCHOBE IPUHITHIA «BCE, YTO HE PA3PEIICHO, 3alPEHIICHO.

Hoctyn x ITJIH momkeH MIpeNOCTABIATBCA TONBKO B TOM cilydae W oObeMe, €ciid 3TO
HEOOXOUMO COTPYAHHUKY [UIs BHIIOJHEHHUS €20 JODKHOCTHBIX O0SI3aHHOCTEH .
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5.9 BzaumoaelicTBae U COTPYIHHYECTBO
ITpennonaraer co3nanue OnaronpusiTHOM aTMocdepbl B KOMUIEKTUBAX MOAPa3ACNEHHMH,
obecneunBaronmx  gearensHocTh  VICIIJIH  Yupexmenns, [jI1 CHHIKCHMS — BEpOSTHOCTH
BO3HUKHOBEHUS HETATUBHBIX JIEHCTBUH CBS3aHHBIX C YEJIOBEUECCKUM (I)aKTOPOM.
B Ttaxoit obcraHoBKe COTPYAHHUKH JOJDKHBI OCO3HAHHO CO6JIIO,£[aTI> YCTaHOBJICHHBIC IIpaBUJIa "
OKa3bIBaTh COZEHCTBHE B JEATENBHOCTH [I0pa3AeNIeHII TEXHUUECKOH 3aIUThl HH(OpMaLKy-

5.10 I'mokocThb cucTreMbl 3amuTsl II/1H
[puHATEIC MEPHI M YCTAHOBJICHHBIC CPENCTBA 3aIUThl, OCOOEHHO B HayaJIbHBIA NEPHON UX
SKCIUTyaTallKi, MOTYT 00eCIeYynBaTh Kak Upe3MEpHbIi, TaK M HEOCTAaTOUYHBIN YPOBEHb 3aIlUTEL. 11
ofecrieyeHrs BO3MOXXHOCTH BapbUPOBaHUS YPOBHEM 3AIMIICHHOCTH, CPEACTBA 3AIUMTHI JOJDKHEI
oOnanare onpeaeneHHoN ruOkocTei0. OCOOSHHO BaXKHBIM OTO CBOMCTBO SIBIISIETCS B TE€X CIIydasx,
KOIZla YCTAHOBKY CpPEICTB 3aIlMTHl HEOOXOIMMO OCYIIECTBISITH Ha paboTarollyl0 CHCTEMY, HE
Hapyluas Irpoluecca ee HOpMalIbHOTO (PYHKIHOHHPOBAHHUS.

S.11 OTKpHITOCTH AJITOPHTMOB U MEXaHHU3MOB 3AIINThI
CyTb IPUHIUIIA OTKPHITOCTH AITOPUTMOB M MEXAHH3MOB 3alUUTBI COCTOUT B TOM, YTO 3allUTa
He JIOJDKHA 00€CTIeunBaThCs TOJBKO 3a CUET CEKPETHOCTH CTPYKTYPHOM OpPraHu3aliy U alrOPUTMOB
(YyHKIMOHMPOBAHUS €€ IOACHCTEM. 3HaHHE AIrOpPHTMOB PabOTBI CHCTEMBI 3alUTBHI HE JOJDKHO
JlaBaTb BO3MOXKHOCTH €€ IIpeofiofieHust (nmaxe amropam). OnHaKo, 3TO HE O3HAyaeT, 4ro
nHbOPMALUS 0 KOHKPETHOM CHCTEME 3alUThHI HOJDKHA OBITh 001eI0CTyITHA.

5.12 IIpocToTa NpUMeHEHUS CPEICTB 3AUThI

MexaHu3Mbl 3alUTH JOKHBI OBITH MHTYMTHBHO TMOHSATHBI M IPOCTHI B HCIIONH30BAHHH.
IlpumeHeHne CpeCTB 3alUThl HEe TOJDKHO OBITh CBSI3AHO CO 3HAHWEM CIIEIMATBHBIX S3BIKOB HITH C
BBIINIOJIHEHHEM JICHCTBHI, TpeOyromuX 3HAYUTENBHBIX JOIOJHUTENBHBIX TPYyJA03aTpaT IIpU
00BIYHOH paboTe 3apernCTPUPOBAHHBIX YCTAHOBICHHBIM IIOPSAKOM IOJIB30BATENEH, a TAKXKE HE
JOJDKHO TpeOoBaTh OT IMOJIL30BATENS BBITOJHEHUSI PYTHHHBIX MAJOMOHSATHBIX €My OIepariuil
(BBOZ HECKOJIBKHX ITApOJiel M UMEH U T.11.).

JomxHa nocturarbesi aBTOMaTH3aLM MaKCUMAIBHOIO YKcha AeUCTBUH Mosib30BaTeNe u
apmunuctpartopor VUCIT/IH.

5.13 Hayunasi 000CHOBAHHOCTb Y TEXHUYECKAasl PeaTu3yeMocTh

MudopmainoHHble TeXHONOTHH, TEXHUYECKHe ¥ TIPOrPaMMHBIE CPEJICTBA, CPEJICTBA U MephI
3aUTEl MHQOPMALUK JOJKHBL OBITh PEaTH30BAHBI HA COBPEMEHHOM YPOBHE Pa3BUTHs HAayKU H
TEXHUKH, Hay4HO OOOCHOBAHBI C TOYKM 3PEHUs JOCTHIKEHHS 3aJaHHOTO YPOBHS O€30macHOCTH
HHQOpPMAlMM M JOJDKHBI COOTBETCTBOBATH YCTAHOBJIGHHBIM HOpPMaM ¥ TpeOOBaHMAM II0
6e3omacuocty I1/1H.

C3I1In nomxHa GbITH OPUEHTHPOBAHA Ha PEIICHHUS, BO3MOXHBIC PUCKHU [UIS KOTOPBIX U MEPHI
NPOTUBOACHCTBUSA 3TMM PHCKaM MpPOIIM BCECTOPOHHIOID TEOPETUYECKYI0 U IPAKTHYECKYIO
IIPOBEPKY.

5.14 Cnenuanauzanusa u npodeccuoHaIU3IM
ITpennonaraer npueiedenne K pa3paboTKe CPEICTB H peaTH3alMy Mep 3allUThl HHOPMALH
CHELUATU3YPOBAHHBIX OpraHu3anuif, Haubosee TOArOTOBIEHHBIX K KOHKPETHOMY BHAY
JeATenbHOCTU 1Mo obecnedenmo OesonacHocTy I1/[H, UMEIOIMX ONBIT NPaKTUYECKOH paboThl U
rOCYyJIlapCTBEHHYIO JIMLEH3WIO Ila IpaBO OKazaHWs Yyciayr B 3Toi obnactu. Peammzanus
aIMUHHCTPATUBHBIX MEp M SKCIUIyaTallMs CPEe/ACTB 3allUThl JO/DKHA OCYILECTBIATHCS Ipodec-
CHOHAJIBHO NOATOTOBJICHHBIMU CHEUHMATUCTAMH Y UpE)KICHHS.
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5.15 O6s13aTeIbHOCTH KOHTPOJISA

[Npenmosaraer 00s3aTeTBLHOCTE U CBOEBPEMEHHOCTh BBIABICHHSA U IPECEUEHHs IOIBITOK
HapYILIEHHs YCTaHOBIICHHBIX IpaBui obecieueHus OesonacHocTd I1/IH Ha OCHOBE HCIIONB3YEMBIX
CHCTEM ¥ CPEICTB 3alUThl MH(OpPMAIMK IIPYU COBEPIUEHCTBOBAHUH KPUTEPHUEB M METONOB OLCHKH
5 PEKTHBHOCTH STUX CUCTEM U CPEICTB.

Konrponb 3a AeATENBHOCTBIO JIIOOOro IOJB30BaTeNs, KaKIOrO CPENCTBA 3allUTHl M B
OTHOILIEHUH JIIO00ro 0OBeKTa 3alllUThl JODKEH OCYIUECTBIATHCS HA OCHOBE IPUMEHEHHS CPEICTB
OTIEPATHBHOIO KOHTPOJIA M PETUCTPAIlU B JOJDKEH OXBAThIBATh KaK HECAHKUMOHUPOBAHHEIE, TaK U
CaHKIIMOHUPOBAHHBIE ACHCTBHS ITOIb30BATENEH.
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6. Mepsl, MeTOABI H cpeAcTBa o0ecneueHHs1 TPeOyeMoro ypoBHs 3alUIIEHHOCTH

Obecnieuende  TpeOyeMOro  YpOBHS — 3alMIEHHOCTH  JOJDKHOCTH  JOCTHIathes ¢
HCIIOJIF30BAaHUEM MEp, METOJIOB U CpencTB Oe3omnacHocTU. Bee Meps! obecnieyenus 6e30macHOCTH
WCIII1 noapasaensiorcs Ha.

- 3aKOHOZATEJbHBIE (IIPAaBOBBIE);

- MOpAJIBHO-3THYECKHUE;

- OpraHM3alMOHHBIE (aIMUHUCTPATUBHBIE);

- (usuyeckue;

- TeXHH4eCKue (armapaTHble U IpOrpaMMHEIE).

Ilepeuenp BbIOpaHHBIX Mep ofecmeueHHs OC€30MACHOCTH OTpa)kaeTcs B  IUIaHe
MEPOIPHUATHH 110 00ECTICUEHHIO 3aIIUThI TEPCOHATBHBIX JTAHHBIX.

6.1 3akoHoaarenbHbIE (IPAaBOBbIE) MePhI 3AIMTHI

K npaBoBeM MepaM 3allMTBl OTHOCSTCS JIEHCTBYIOIIME B CTpaHE 3aKOHBL, YKa3bl U
HOPMAaTHUBHBIE aKTHI, pPerIaMEHTHPYIOLIe TpaBmia obpamenus ¢ [1/IH, 3akpervnsiomye npaega U
00s3aHHOCTH YYacTHHKOB HH(OPMAIMOHHBIX OTHOLIEHWII B mpomecce ee 00paboOTKH U
HCTIONB30BaHHE a TaKXKe YCTAHABIHMBAIOIIAE OTBETCTBEHHOCTh 3a HAPYIUIECHHS OSTHUX IIPaBHIL,
HPENATCTBYs TEM CaMbIM HENPaBOMEPHOMY HCHOJIB30BaHuIO [1/H U ABISTOIIMECS CIEP)KHBAIOLIMIM
(haKTOpOM VTS TOTSHIMATBHBIX HAPYIIUTENEH.

IIpaBoBEIe MepBI 3aIUTHL HOCAT B OCHOBHOM YIPEXKIAIOMIKH, TPOQUIAKTHIECKUI XapaKkTep U
TpeOyIOT IOCTOSHHOH pa3bSICHUTENBHON paboThl C IONB30BATSISIMH M 0OCITYKUBAIOIIIM
IIEPCOHAJIOM CHCTEMEL.

6.2 MopaJibHO-3THYeCKHE MePbI 3alIIUTHI

K MOpanpHO-3THYECKMM MepaM OTHOCSTCS HOpPMBI IOBEACHMS, KOTOpPBIE TPAAMIUOHHO
CIIOXKMIIUCh MM CKJIA[BIBAIOTCSL HO Mepe pacrpocTpaHeHus OBM B crpane mnu oOmiectse. ITi
HOpMEI OOJNBbIIEH YacTBIO HE SBJIAIOTCS OOS3aTeNbHBIMH, KakK 3aKOHONATENBHO YTBEP)KICHHBIE
HOPMATUBHBIE aKThl, OJHAKO, UX HECOOMOIeHUE BeeT OOBIMHO K MAJIEHUIO aBTOPUTETA, IPECTIKA
YeJIOBEKa, TPYIIIBL JIML MM OpraHu3auuu. MopaisHO-3THYeCKHe HOPMBI OBIBAIOT KaK HEIHCAaHbIe
(nanpuMep, oOILENIPU3HAHHBIE HOPMBI YECTHOCTH, IIATPHOTH3MA U T.II.), TAK U IMHCAHBIE, TO €CTh
o(OopMIIEHHBIE B HEKOTOPEIH CBOJ (YCTaB) MPABIIT WK IPEANHUCAHHUIH.

MopanpHo-3THYECKHE MEpBl  3alIUTBl  SBJSIOTCS  MPOQIIAKTHYCCKUMH M TPeOYIOT
NOCTOAHHOW pPabOTBI 10 CO3JAHMIO 3J0POBOTO MOPANBHOrO KJIMMara B KOJUIGKTHBAX
nozapaszeseHdii. MopaJbHO-3THYECKHE MEphl 3allUThl CHUXKAIOT BEPOSTHOCTh BOZHUKHOBEHUS
HEraTHBHBIX JEHCTBUH CBSI3aHHBIX C YEJIOBEUECKUM (PaKTOPOM.

6.3 OpraHuzanuoHHbIe (AAMHHHCTPATHBHbIE) MEPbI 32N THI

Opranusanyonsble (aAMUHUCTPATHBHbIE) MEphI 3aAIUTHI - 3TO MEPhl OPraHH3aIMOHHOIO
XapakTepa, perjiaMeHTHpYIOIMe Ipolecchl (yHKuMoHUpoBaHus MCII[H, wucnons3oBanue
pecypcob HCII[In, nesTensHOCTh OOCHY)KHMBAIOIEro IIepCcOHAaNa, a Takke MOPSIoK
B3auMoercTeusa nons3oBarened ¢ MCIIJH Takum oGpa3zom, uToOBl B HauboJNbIUEH CTENEHU
3aTPYIHUTH UM UCKJIFOYHTE BO3MOXKHOCTD PeaIU3aIiy yrpo3 6e30I1aCHOCTH UM CHU3UTE pa3sMep
HOTEPh B CIIydae UX PeasIn3aliy.

I'maBHas nenb aAMUHUCTPATHBHBIX MEp, IPEANPUHAMAECMBIX Ha BBICIIIEM YIPABICHISCKOM
ypoBHE - chopmupoBars llomutuky wuHpopMaimonHo# 6GezomacHoctd [1/{a (orpakaroryro
TIIOAXO/BI K 3aIlUTe HHPOPMAIHUH) H 00ECTICUUTD e BBIIOIHEHHUE, BBIIEIST HeOOXOAUMBIE PECYPCHI
U KOHTPOJIPYS COCTOSIHUE e,

Peanmusanus ITomuruxu undopmannonnoit 6ezonacuoctu I[IJIn B UCII/Ia cocTost u3z mep
aJIMUHHCTPATHBHOI'O YPOBHSI M OPraHU3aIlMOHHBIX (IPOLEIYPHBIX) MEp 3aLUThl HHOPMAITHH.
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K aIMHHUCTpaTHBHOMY YPOBHIO OTHOCATCS pEILIECHHS pPYKOBOJCTBA, 3aTpardBaioLIMe
nestensHOCTs VICIIIH B menom. Otu pemnenus 3akpervimorcs B [Tomutuke MH(QOPMalMOHHOM
6esonacrocty. [TpumepoM TaKuX peIeHui MOTyT OBITb:

- PHHATHE pelreHus 0 GOPMUPOBAHHHU HITH NIEPECMOTPE KOMILIEKCHOM MPOTPaMMBI
obecneyenns 6esonacuocty I1/IH, onpeeneHre OTBETCTBEHHEIX 3a C& pealu3alltIo;

- (QopMynupoOBaHHUE LeNeH, TOCTaHOBKA 3a/1aY, ONIpe/IeIeHUE HAllPABICHUH NeATENEHOCTH
B obacTu 6e3omnacHocty [1/1H;

- NPUHATHE PEIIEHMH 10 BOIIPOCAM Pealu3alliy IIPOrpaMMbl G€30I1aCHOCTH, KOTOPbIE
paccMarTpUBarOTCs Ha YPOBHE YUPEXKIEHHUS B 1IEJIOM;

- obecneueHre HOPMATUBHO (IPaBOBOH) 6a3bl BOIPOCOB G€30IACHOCTH H T.II.

[TonuTHKA BEPXHErO YPOBHS JOJDKHA YETKO OUEPTHTh cepy BIMSHMS U OTPaHMHCHUA [PU
ompeseneHny uenelt 6GesomacHoctw I1J[H, ompenenuTh KaKMMM pecypcamu (MaTepHanbHBIE,
IIEpCOHAN) OHM OyHyT MOCTUTHYTHI M HAHTM PasyMHBIH KOMIIPOMHCC MEXIYy MNPUEMIIEMBIM
ypoBHeM Ge3ornacHocTH 1 pyHKIHoHaIbHOCTEIO MCTIIH.

Ha opraHM3al[MOHHOM YPOBHE OMNpENEISEOTCS [IPOLELYPhl ¥ MPaBHIIA IOCTHXKCHHUS LeNeH U
pewenus 3anad [lommruky nepopmarronHoit 6esomacHoctr T1J1H. OTH npaBHIIa ONPEEArOT:

- KaxoBa 00JIacTh IpuMeHenus monuTuky O6esonacHocTu 11MIH;

- KaAKOBBI POJIM U OOS3aHHOCTH JO/DKHOCTHBIX JIHII, OTBEHAIOIIKE 38 IPOBEACHUC
nonutuky 6e3onacHocty [1/IH, a Tak Jke UX yCTaHOBUThL OTBETCTBEHHOCTH;

- KTO UMeeT mpaBa gocryna x I1/1x;

- KaKMMH MepaMH ¥ cpejicTBaMu obecrieunBaetcs 3amura I1/1H;

- KaK¥MH MEpaMH ¥ CpelCTBaMHU 0becrednBaeTcs KOHTPOIb 3a COOMIOICHIHEM BBEICHHOTO
pexurMa 6e30I1acHOCTH.

Oprasu3aliOHHbIE MEPBI JOJDKHBL:

- IpedyCMaTpUBaTh periiaMeHT HH(GOPMAIHOHHEIX OTHOLICHHH, HCKITFOYaOIIMX BO3MOXKHOCTE
HECAHKLMOHMPOBAHHBIX JISUCTBHI B OTHOIICHUH OOBEKTOB 3AIlUThL,

- ONpEEIATh KOAJIMIMOHHBIE ¥ HEPAapXHMUECKHE IIPHHIMITBL 1 METOIBI PA3T PAHUYCHHA
noctyna k [1/1x;

- ONpeNeNsATh MOPSI0K paboThl ¢ IPOrpPaMMHO-MATEMATHYECKUMHU U TEXHUUECKUMHU
(anmapaTHbIe) CpeCTBAMHE 3aIUTH] M KPUNITO3AMIUTEL U JPYTHX 3aIUTHBIX MEXaHU3MOB;

- opraHu3oBarh Mepsl potuBojencTara HCJI mob3oBaTensiMu Ha aTanax
ayTeHTU()UKALMH, aBTOPU3ALlUY, HICHTU(GUKALNH, 00€CIEUHBAOIIMX [APAHTHH peaan3alin
IIPaB U OTBETCTBEHHOCTH CyOBeKTOB HH(OPMAIOHHEIX OTHOIUECHHH.

B opranuzarioHHbIE MEPHI JOJKHBI COCTOSATH U3:

- permamenTa noctyna B nomemenus VICI1x;

- TOPSAZIOK JOIyCKa COTPY/AHMKOB K Hemosb3oBanuio pecypcos UCTIIH Vupexnenus;

- pernaMeHTa MPOLECCOB BEAEHYs 6a3 TaHHBIX U OCYUIECTBIEHHS MOU(HKaI
HH(OPMALIMOHHEIX PECYPCOB;

- pernaMeHTa MPOLECCOB 0GCIyKUBAHHS H OCYIIECTBICHUs MOIU(UKALUY allIapaTHRIX U
nporpaMMHBIX pecypcos MCII/H;

- mHcTpykumit monssosareneit VCIIn (agmuructpatopa WMCIIIH, anMuHHCTpaTopa
oesonacuoctu, oneparopa UCIIJ(H);

- HMHCTPYKIHS MOJI30BATENs IPH BO3HUKHOBEHNY BHEIUTATHBIX CUTYaIlHH.

6.4 ®uzuveckue Mepbl 3aAIHTHI
dusnyecKre MEPHI 3alIUTHL OCHOBAHEI Ha IIPHMMEHEHHH Pa3HOIr0 pojia MEXaHHUYECKUX, JIEKTPO-
WM 31EKTPOHHO-MEXaHHYECKHX YCTPOMCTB U COOPYIKECHHH, CHEIHaIbHO NpPeJHa3HAYEHHBIX U0
cosjanns (H3MYECKMX TPEISTCTBUH Ha BO3MOXHBIX IIyTSX NPOHMKHOBEHHMS M JOCTyIa
OTEHIMATBHBIX HAPYIIMTENEH K KOMIIOHEHTAM CHCTEMBI U 3alluIliaeMoll HHopMalmy, a TaKke
TEXHMYECKHUX CPEICTB BU3YAJIBHOTO HaOJFONEHH, CBA3M U OXPAaHHON CHIHaIN3aliH.
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dusnyeckas 3aIyTa 3aHNAH, TOMEIIEHNH, 00BEKTOB U CPENCTB HHPOPMATH3AlMK [OJDKHA
OCYIIECTBJIATBCS IYyT€M YCTAHOBJIEHHMS COOTBETCTBYIOLIMX ITOCTOB OXpPaHBl, ¢ IIOMOLIBIO
TEXHUYECKHX CPEIOCTB OXpPaHbl HIU TIOOBIMH ApyIriMH CHOCO6&MI/I, [IpeoTBpallatouMy MM
CYINECTBEHHO 3aTPYJHIOMIMMM IPOHUKHOBEHHE B 3/1aHKME, IOMCLICHHS IOCTOPOHHUX JIMIL,
XulleHve HHGOPMALMOHHBIX HOCHTENel, CaMHUX CpPEACTB MH(pOpMATH3alMH, HCKIIOYAIOUIIMU
HaXOXIEHHE BHYTPU KOHTPOIHPYEeMOH (0XpaHsIeMOH) 30HbI TEXHUYECKHUX CPEICTB Pa3BEIKH.

6.5 AnnapaTHo-nporpaMMHsle cpeacTsa 3amuTel I1/1n

Texuuueckue (anmapaTHO-IPOIPaMMHBIE) MeEpbl 3alUTHl OCHOBAHBI HA HCIIONBb30BAHHM
Pa3IUYHBIXK IEKTPOHHBIX YCTPOHCTB M CHECLMAIBHBIX NPOTPaMM, BXOANIMX B COCTaB UCTI/Ia u
BHIIONHSIONIAX (CAMOCTOATENBHO MM B KOMIUIEKCE ¢ JPYTHMH CPEACTBAaMK) (YHKIHH 3aIlAThI
(umenTndUKAINIO U ayTeHTU(HKALMIO MOJB30BATENed, pasrpaHHYCHHE JOCTyma K pecypcaw,
PErHCTPAIHIO COOBITUM, KpUIITOrpaduIeckoe 3aKpEITHE HHPOPMALWMHU 1 T.1.).

C yueroM Bcex TpeboBaHmit 1 mpuHLHMIOB oGecniedenus Gesomacnoctr I1x n UCIIE o
BCEM HAIIPaBJIEHHAM 3aIUTHI B COCTAB CHCTEMBI 3AIIUThLI MOJDKHBI OBITH BKIIFOYEHBI CIIEIYIOIINE
CpelcTBa:

- cpencTsa uaeHTH(UKAUUK (ONO3HABAHHUA) H ayTeHTH(UKALKH (IO TBEPIKICHU
noanuHuocTH) nmons3oBareneii UCI1H;

- CpeJCTBa pa3sTpaHHyEHuUs J0CTYIIa 3aPErHCTPHPOBAHHBIX MOJIB30BATEICH CHCTEMBI K
pecypcam UCIITn Vupexnenus;

- CcpencTBa OBecreyeH s U KOHTPOJIS LeNOCTHOCTH IPOTPaMMHBIX U HH(OPMALMOHHEIX
PecypcoB;

- CpeJCTBA ONEPATHBHOTO KOHTPOIS B PErMCTPALMK COOBITUH Oe3011aCHOCTH;

- Kpurrrorpaduyeckue cpeactsa 3amutsl I1IH.

Venemnoe IpUMEHeHHe TEXHHYECKHX CpPEeICTB 3allMThl Ha OCHOBAHMH IIPUHIMIIOB
(pasmen 5) TpeANONaraeT, YTO BBHIIONHEHHE MEPEUMCIIEHHBIX HIKe TPeOOBaHWH 00€eCTIeYeHo
OPraHM3aUMOHHBIME  (AIMUHMCTDATMBHBIME) MEPaMM M HCTIONB3YEMBIMH  (H3HUCCKIMHU
CpeACTBaMU 3alIUThL:

- obecredena usuueckas HeNocTHoCTh Beex komnoneHT MCTI/Ix;

- Kaxgelt coTpymuuk (mons3oBarens VICIT[H) mmm rpynna mojib30BaTeed  HMeEET
YHUKaJIBHOE CHCTEMHOE
HMs ¥ MAHAMAIBHO HEOOXOMUMEIE JUIA BEIIOIHEHUs UM CBOMX (YHKIHMOHANBHBIX 00S3aHHOCTEH
NIOJTHOMOUYHSI IO JOCTYILY K pecypcamM CUCTEMBI,

- B UCII[la VYupexngenus pa3paboTka M OTJIaZKa IPOrpaMM OCYIUECTBIIACTCA 3a
npeaenamu VICITJIH, Ha HCIIBITATENBHBIX CTEHIAX;

- BCe W3MCHEHMS KOH(HUTYpalMH TeXHM4YecKux U mnporpaMmueix cpencts UCIIIH
POU3BOMATCS CTPOTO YCTAHOBJEHHBIM IODAAKOM (PETHCTPHUPYIOTCA H KOHTPOJIUPYIOTCH)
TOJIbKO Ha OCHOBAHUM PACIIOPSDKEHUI PYKOBOACTBA Y UPEIKICHHS,

- ceTeBoe OOOpYJOBAaHHME (KOHIEHTPATOPbI, KOMMYTATOpbl, MapLIpyTU3aTopsl H T.IL.)
pacIIoNaraercs B MECTax, HeIOCTYIHBIX LIS IOCTOPOHHUX (CHEHANLHBIX MOMEIICHMSX, IKadax, 1
T.IL.).

- CIENMAJMCTaMKM  YUpPEeXXICHHUs  OCYLIECTBIAETCS  HENpPEphIBHOEC  YNPABICHUE M
aJIMUHUCTPATUBHAS NOAAEPIKKA (PYHKIIMOHHPOBAHHUSA CPEACTB 3aLUTHL
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7. Kourpouas 3¢ dexTusnocru cucremsl 3amutel UCIIIn Yupexaenus

Kourpons a¢dexrusroctyt C3[/[H momKeH ocylIecTBIIETCS HA IEPUOMMUYECKOH OCHOBE.
Llenpto KoHTpOA 3()(EKTHBHOCTH SBISETCA CBOCBPEMEHHOE BBIABICHUE HEHAMIECKAIIMX
pexumoB paborel C3IIJ[IH (OoTKMIOUEHHME CPEACTB 3alIUTHI, HApyLIEHHE PEXHMMOB 3allUTHL,
HECaHKLMOHUPOBAHHOE H3MEHEHHE pEeXMMa 3alUThl X TJL), & TaK >X€ IPOrHO3UPOBAHUE H
NPEBEHTHUBHOE pearkpoBaHie Ha HOBbIE yrpo3sl OezonacHocTy T1/IH.

KoHTposie MOXET MpoBOAMTECS Kak — ammuHuctparopamu  GezomacHoctu  WCIIH
(orepaTHBHBIA KOHTPOJIL B Iporecce unHpopmarmonsoro B3aumopeiicteua B MCIIJH), Tak x
IPUBJIEKAEMBIMU JJIs1 3TOH LIeTIM KOMIIETEHTHBIMH OPraHH3alMAMHU, HMEIOIMMHY JIMIEH3HIO Ha 9TOT
B JeATenpHOCTH, a Takke @CTIK Poccnu 1 @Cb Pocenn B npesenax uxX KOMIETCHLIUH.

KoHTponp MOXET OCYyIIECTBIATHCS aIMHHHCTPATOPOM O€30IMacHOCTH KakK C IIOMOUILIO
IITATHBIX CPENCTB CHCTeMB! 3amuThi [IJIH, Tak ¥ C [IOMOWIBIO CIEIMANBHBIX IPOIPaMMHBIX
CPEJCTB KOHTPOJISL.

Ouenka s¢pdextuBHOCTH Mep 3amuThl [I[IH IpoBOAUTCS ¢ UCIIOIB30BAHUEM TEXHHUUECKHX U
IPOrpaMMHBIX CPEJICTB KOHTPOJIS Ha IPEIMET COOTBETCTBUS YCTAHOBJICHHBIM TPEOOBAHHAM.
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8. Cepnl oTBeTcTBeHHOCTH 32 Ge3onacnocTh I Iu

OTBeTCTBEHHBIM 32 Pa3palOTKy Mep M KOHTPOJIb Hajl 00ecIeUeHneM 0e301acHOCTH
TIEPCOHATBHBIX JAHHBIX ABISETCS. PyKOBOIUTEND Y UpEXKNCHUS. PyKOBOIUTEb MOXKET
JIEErupOBaTh YacTh MOTHOMOYMH 0 00€CTIeYeHHIO Oe30MaCHOCTH NEPCOHATBHBIX IaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJMTENS  BKJIIOYAeT  CHIENYIOIIME  HANpaBICHUSA
obecneuenus 6esomacHocT [1JIH:

- TInanupoBaHue U peanusanysa Mep 1o obecrederno 6esonacuocta I171H;

- Ananus yrpo3 6e3omnacsoctu [11H;

- Pa3spalGorKy, BHEAPEHHUE, KOHTPOJIb UCIIOJHEHHS 1 TIOJACPKAHHE B aKTYaIbHOM
COCTOSIHVY TIOJIUTHUK, PYKOBOJICTB, KOHIIETILIHIA, IPOLIEAYD, PEIIAMEHTOB, HHCTPYKIIH H JPYTHX
OpraHU3aIMOHHBIX JJOKYMEHTOB 10 00ecIIeueHHIO 6e30TacCHOCTH,;

- Kontpons sammmennocta UT urpactpykryps! Komnanuu ot yrpos Ub myrem;

- O6yuenue u mrpopMupopanue noss3osarereit MCII/H, o nopsaake pabotst ¢ I1/1H 1
CpelCTBaMMU 3aIlUTHI;

- IpemoTBpaluenye, BbIABICHAE, PearkpoBaHie U Paccie0BaHie HapyIICHHH
6e3omacHoctu I1/1H.

[Tpy B3aMMOIEHCTBUM CO CTOPOHHUMH OPTaHU3ALMSIME 6 CIIydasx, KOra COTPYAHMKAM ITHX
OpraHm3alMii MpemoCTaBJseTCs JOCTYN K O0OBeKTaM 3amuThl (pasgen 3), € STHMA
OpraHm3alusAMH JIOJDKHO ObiTh 3akimodeno «CornameHde o KOH(HACHINATBHOCTHY, b0
«Cornamenne o cobmoIeHnn pexuMa 6esonacuocty [1JIH npu BemonHenun padot B UCIITH».
[TOArOTOBKA THIIOBBIX BAPHAHTOB 3THX COTJIALUCHHN OCYLIECTBIAETCS COBMECTHO ¢ FOpuamdeckum
OTJIENIOM.
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9. Moaeap HapymuTeas 0€301aCHOCTH

ITox HapymmTeneM B YUPexKICHIH TORUMAETCA JTULO, KOTOPOE B PE3YIbTaTe yMBIIIIEHHBIX
HIM HeyMBILLIEHHEIX NeHCTBII MOXKET HaHeCTH yiueps obbeKTaM 3aIuTh (pasaen 3).

Hapymmrenu nopasaersoTes no npusHaxy npunamtexsoctd K UCIIH. Bee HapymuTem
JIENIATCS Ha JIBE TPYIIIIBL

. BHELIHUE HAPYUIUTENHN - QU3MYECKUE JINLa, He UMEIOIMe NpaBa NpeObIBaHUY Ha
TEPPUTOPHH KOHTPOIUPYEMOH 30HBI, B pe/ieNax KOTOPOH pasMeruaeTes
o6opynosanue NCII/IH;

. BHYTpEHHHE HAPYIIMTENH - GU3AMUECKHE LA, MMEIONIHIE IPaBO NpeObIBaHUs Ha
TEPPUTOPHH KOHTPOJIMUPYEMOi 30HBL, B IIPEJENaX KOTOPOH pasMeliaeTes
obopynosanue UCIT1H.

Knaccuukauys HapyluuTeNeit npencrasieHa B Monenu yrpo3 6e30macHOCTH NePCOHANBHBIX

JaHHbX Kaxmon MICIT/Ia.
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10. Moaens yrpo3 6e30macHoOCTH

Jlna UCTI[Tn VupesxneHus BRIIEISIOTCS CIIEAYIOLINE OCHOBHBIC KATETOPHH YIPO3
0e30acHOCTH IePCOHANIBHBIX JAHHBIX:

1)  VYrpo3sl OT yT€UKH IO TEXHUUECKUM KaHaJlaM.

2)  Yrpo3bl HECAHKIIMOHUPOBAHHOTO HOCTYNa K HH(pOpMAayH:

- Vrpossl yauuToxKeHus, XuieHus anmnapatHex cpencts UCTIMn Hocurenel
nH(OpMalmK myTeM usudeckoro gocryna x anemertam VCII/IH.

- Vrpo3bl XHUIIEHHS, HECAHKLMOHUPOBAHHON MOIMGUKAIMHA MK OJIOKMPOBaHU
ua(OpMalHH 3a cueT Hecankuuoruposannoro nocryna (HCI) ¢ npumenenueM
IPOrpaMMHO-AIIIapaTHIX W IPOTPAMMHBIX CPELCTB (B TOM YHC/IC IIPOrPaMMHO-
MaTeMaTHYeCKHIX BO3JeHCTBHUIT).

- Vrpo3sl He peIHaMepeHHBIX IeCTBUM] M0Ip30BaTe/IeH 1 HapyLUIeHUH
6esomacHocTH dyuknuonnposanus VICIT T u C3I1/IH B ee cocTae u3-3a ¢OOEB B
IIPOrpaMMHOM 00€CIIEUEHHH, & TAK)KE OT YrPO3 HEaHTPOIOTeHHOro (C60€eB armapaTypsl 13-
32 HEHA/IEeKHOCTH DJIEMEHTOB, COOEB NIEKTPONUTAHNS) X CTUXMHAHOTO (yAapOB MOJIHUH,
TI0’KapoB, HABOJHEHMH U T.II.) XapaKkrepa.

- Vrpossl IpeHAMEPEHHBIX ASHCTBHI BHYTPEHHUX HAPYIIUTENEH.

- Yrpo3sl HECAaHKIIMOHUPOBAHHOTO JOCTYIIA 10 KaHaslaM CBSI3H.

Omnucanue yrpo3, BEpOSITHOCTD UX peau3alyH, OIIaCHOCTh M aKTYaJIbHOCTh IIPEICTaBIEHbI
B Mogenu, yrpo3 6e30nacHOCTH HepCOHATBHBIX JaHHBIX Ko NCIITH.
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11. Mexanuzm peammsannn Konnenuum

Peanmsanus KoHuenuuu nomxHa OCYILECTBIIATHCSA Ha OCHOBE IIEPCIICKTUBHBIX IIPOIPaMM U

IUIAHOB, KOTOPBIC COCTABILIEOTCA HA OCHOBAHUM 1 BO UCITOJIHCHUEC!

(enepanbHBIX 3aKOHOB a 00J1acTH obecreueH s HHYOPMALIHOHHOH G€30MACHOCTH | 3aLlAThI
urdopMmanuy,

nocranosienuit [TpaButenscra Poccuiickoit Penepamun;

PYKOBOJISIIX, OPraHU3alHOHHO-PACIOPS/IMTENBHBIX # MeTOMUIecKuX JoxymenToB PCTOK
Poccun;

norpe6uocTeit ICTI/IH B cpezcTBax obecneueHns 6€30acHOCTH HH(POPMAaLIHHL.
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12. Oxunmaemsrii 3¢ dext or peammzanuu Konuenuuu

Peammarus Konnenmuu 6e3omacHocts [1/1x B MUCI1/{# mo3sout:

- oueHuTH coctosiHue Oe3onacHocTy nHGopmanuy ICII/IH, BBIIBUTE HCTOYHAKH
BHYTPCHHUX U BHELUHUX Yrpo3 HHPOPMAIMOHHON 0e30I1aCHOCTH, ONIPEACINTD IPUOPUTETHBIE
HaIPaBJICHUS IPeIOTBPALCHN s, OTPAXKCHHS U HeH TpalH3alui STHX yrpos;

- pa3paboTaTh PacropsAUTENbHbIC i HOPMATUBHO-METOMIECKUE JOKYMEHTHI
npumenurensao k UCI1/H;

- mposecTy Kiaccudukaiio u cepruduxarmro MCIIIn;

- TPOBECTH OPraHU3AIUOHHO-PEXXIMHEIE i TEXHHUECKUE MEPONIPHATHS 1O 00ECTICYEHHIO
oe3omacuoctu I1Ja B UCII/IH;

- obecrieyuTh HEOOXOMUMBIH YPOBEHb 6€30IIaCHOCTH OOBEKTOB 3aIUUTEL

OcylecTBIIEHHE 3THUX MEPOIPUATHI 00ecreduT COo3JaHhe EIMHOH, LENIOCTHON U
CKOOpAHHUPOBAHHOM cucTeMbl HHpopManronHoi 6ezonacHocty MICITJIH 1 co3pact ycnosust st
ee JalbHeHIero COBepIICHCTBOBAHMS.
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13. Crucox HenoiL30BaHHbIX HCTOUHUKOB

OCHOBHBIMH HOPMATHUBHO-TIPaBOBBIM M METOJUYECKUMHU JOKYMCHTaMM, Ha KOTOPBIX
6asupyetcs Hacrosiee [lonoxxenue apimores:

1 denepanpusii 3axon oT 27.07.2006 1. Ne 152-03 «O nepcoHanbHbIX JAHHBIX» (1anee -
@3 «O repCcOHANBHEIX JAHHBIX»), YCTAHABIMBAIOLIMH OCHOBHBIE IIPHHIMIIBL B YCIIOBHUS 00paboTKH
I1J1n, npaBa, 00SI3aHHOCTH U OTBETCTBEHHOCTh YYaCTHHKOB OTHOLICHHUM, CBA3AHHBIX C obpaboTkoit
IT1H.

2 «ITonoxenue 06 06eceyeHrH 6e30MacHOCTH EPCOHANBHBIX JaHHBIX IPH KX 00paboTke
¥ MHQOPMALMOHHBIX CHCTEMAX [IEPCOHANBHBIX NAaHHBIX», yTBEPXKACHHOE [TocTaHOBICHHEM
[IpasutensctBa PO ot 17.11.2007 2. Ne 781.

3 «IlopsmoK mpoBeJeHus KnaccupuKanuy HH(GOPMaIMOHHBIX CHCTEM IIEPCOHANIBHBIX
JAHHBIX», YTBEPKICHHBIH coBMecTHBIM [Tpukazom @CTOK Poccun Ne 55, ®CB Poccun Ne 86 1
Munundopmcessizu PO Ne 20 ot 13.02.2008 .

4 ITomnosxenue 06 0coGeHHOCTAX 0O6pabOTKH IEPCOHATBHBIX JAHHBIX, OCYLIECTBIIIEMOM
6e3 HCIIONB30BAHMS CPEJICTB aBTOMATU3AlNI», yTBepxaeHHoe [TocTanosnennem [1paBurenscTBa
P® ot 15.09.2008 r. Ne 687.

5 «TpeGoBanus K MaTepUaIbHbIM HOCHTENAM OHOMETPUICCKIX TIEPCOHATIEHBIX IAHHBIX U
TEXHOJIOTHSM XPaHEHHs TAKUX JAHHBIX BHE HH(QOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIXY,
yreepxaennbie Ilocranosnennem [Ipasurensctsa PP ot 06.07.2008 1. Ne 512,

6 HopmaTupBHO-MeToqMUeCcKHe JOKyMeHTh! PenepanbHol ciry>KObl 10 TEXHUYIECKOMY U
SKCIIEPTHOMY KOHTpoMo Poccuiickoit ®enepanyu (nanee - ®CTOK Poccun) 1o obecreueHnio
6esomacuoctu 1 npu ux obpadorke B ICTIH:

7 PexoMenpanuu 1o odecneueHuo 6e300acHOCTH IEPCOHATIBHBIX JaHHBIX IPY UX
06paboTke B HH(GOPMAIMOHHBIX CHCTEMaX [EPCOHANBHAIX JaHHBIX, YTB. 3aM. IUPEKTOpa
®CTOK Poccun 15.02.08 r. (ACII)

8 OCHOBHBIE MEPONIPHUATHSA [10 OPTAaHU3ALMH U TEXHHYECKOMY 0OECIEYCHHUIO
6€30MacHOCTH IEPCOHABHBIX TAHHBIX, 00pabaThIBAEMbIX B HHPOPMALMOHHBIX CHCTEMaX
TIePCOHANBHBIX JAHHBIX, yTB. 3am. mupekropa @PCTIK Poccru 15.02.08 r. (ACIT)

9 BasoBas MOZENb YIPo3 GE30MACHOCTH [IEPCOHANBHBIX JJAHHBIX MIPH KX 00paboTke B
HH(POPMAIMOHHEIX CHCTEMAX NEPCOHANBHBIK JaHHBIX, yTB. 3aM. qupexropa @CTIK Pocenn
15.02.08 r. (ACII)

10 Meroauka omnpee/ieHns akTyalbHBIX YTpo3 6€30MacHOCTH MEPCOHATIBHBIX JaHHBIX

Ip¥ uX 06paboTke B MHGOPMALMOHHBIX CHCTEMAX NIePCOHANLHBIX JAHHbBIX, YTB. 3aM. JHPEKTOpa
OCTIK Poccun 15.02.08 r, (ICII)
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